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Just as flies are attracted to a fresh
pile of manure, so are criminals
attracted to large amounts of money.
With online shopping sales at an
estimated $132 billion in 2006, the
number of online crooks trying to
steal from you has grown, too.

But just because there are crooks out
there doesn’t mean you have to give
up online shopping. While there is no
such thing as perfect security, and
anyone who tells you differently is
either lying or deluded, there are
things you can do to stack the odds in
your favor. The following 10 online
shopping commandments will help
you enjoy the benefits while mini-
mizing the risks of online shopping.

1. Understand the Risks

If you get most of your information
from the mass media, you will likely
be sadly misinformed. While major
data breeches make headlines, most
identity theft sails under the media’s
radar. By definition, “news” means
that it hardly ever happens. Despite
the widespread belief that seems to
be promoted by the mass media that
identity theft occurs primary online,
in truth, most occurs offline.

According to a 2004 study by
Javelin Strategy & Research, 72%
of the identity theft cases studied
occurred offline, while only 12%
started online, with the rest undeter-
mined (tinyurl.com/ypphwp).
Further, the study found that those
who used the Internet to keep tabs
on their bank accounts and credit
cards lost only $551 on average,

while those that stuck to more tradi-
tional paper statements averaged
losses of $4,543.

As you can see, using the Internet to
shop and for banking isn’t automati-
cally dangerous, and offline usage
isn’t automatically safe. While you
should exercise care, don’t let
unfounded fears stop you from
enjoying all the benefits of online
shopping (and banking).

2. Keep your computer clean
Viruses, spyware, and trojans, oh
my! If the bad guys have their soft-
ware planted on the computer you
use to go shopping (or banking), you
lose. No matter how careful you are
with your financial and credit card
info on the Internet, if the bad guys
can see your every move, every
keystroke, then the bad guys win.

Start protecting yourself by having
and regularly updating a virus scan-
ner. Grisoft (free.grisoft.com) offers
both free AVG anti-virus software
and an AVG anti-spyware program.
Supplement the AVG spyware
program with both Spybot
(www.safer-networking.org) and Ad-
aware (www.lavasoftusa.com). No
one anti-spyware program catches
everything, so you need to use
multiple products to be really sure.

Don’t use Internet Explorer, but use
Firefox or Opera instead. Internet
Explorer’s bad track record, plus
being actively targeted, make it an
unsafe choice. While neither Firefox
nor Opera are perfect, their track

records are far better than Internet
Explorer.

McAfee offers a neat, and free,
plug-in for both Firefox and Internet
Explorer called Siteadvisor
(www.siteadvisor.com). McAfee
has tested a huge number of
websites for bad stuff. This plug-in
shows you the results of those tests
in a little bar at the bottom of the
browser window. A green site was
safe when last tested, while a red
site has serious problems (stay
away!), and a yellow site has some
issues, but not bad enough to
warrant a red rating. A few sites are
gray, which means they haven’t
been tested. As Siteadvisor inte-
grates with your browser, it will
even add a color-coded rating
symbol next to your search results if
you use Google, Yahoo, or MSN.
This helps you avoid problems, and
malware, in the first place.

Stay up-to-date with your patches,
and consider some sort of firewall
software, even if it’s an external
device. Finally, never use a
computer you don’t trust for online
shopping or banking, especially a
public computer. You never know
how well it’s taken care of, and,
being public, even the best care
won’t catch everything.

3. Shop around

Unless what you’re looking for is

obscure, there is going to be more

than one store selling it. This is

especially true with name brand,
(see Online on page 2)
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popular items. Remember that with
online shopping, visiting multiple
stores is quick and easy. The range
of prices can vary considerably on
the exact same item.

When comparing prices, don’t
forget to compare shipping costs
and methods, too. Sometimes a
company that charges a little more
may offer free shipping, versus a
company that charges less but has
high shipping rates.

4. Don’t trust that lock

Just because your web browser
shows the SSL symbol, such as a
closed lock or key, that doesn’t
mean everything is safe. First, what
type of encryption is being used?
128-bit is considered the minimum
standard today, with some sites
using 256-bit AES encryption, but
that doesn’t stop sites from using
older, poorer encryption, such as
40-bit. If the website can’t get at
least 128-bit, don’t trust them to do
anything else correctly either.

SSL depends on certificates in order
to work. Is the certificate issued to
the company you think you’re
dealing with? For instance,
Amazon.com’s certificate says it was
issued to Amazon.com Inc. This is
what is expected. However, suppose
the certificate for the website,
buyme.cxm, reads ABC company. Is
something fishy going on? If you
just looked at the lock, you might
think everything is OK. Since very
few people bother to check the certif-
icate, a bad guy can cause your
browser to display a legitimate lock,
while you’re at a different site than
you think you are. Anti-phishing
tools are making this harder to do,
but by no means impossible.

In one case, | wrote to a company 1
was going to order from because the
certificate didn’t match the
company name it should. According
to the reply I got back, the certifi-

cate was legitimate, and I was the
first person to write them about it in
the two years it had been up. The
certificate was soon fixed.

expensive. Sometimes companies
will use their parent companys’
certificates to save money. Some
websites use their web host’s certifi-
cate to save money or if they don’t
really need SSL and the web host
sets this up automatically.

However, just because the certificate
name does not match the website
name doesn’t automatically mean
something is wrong. Certificates are

Figure 1: To view the certificate, click on the lock
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You can see the certificate’s details
for yourself in Firefox by left
clicking on the lock in the address
bar. This opens a window where
you then click on details to see the
certificate information. In the
Figures 1-3, the SSL lock is there,
but the certificate does not match
the site name (ignore any warning
that comes up for this example).
This is because the SSL certificate
belongs to the web host, and not the
website. This is an example of the
website owner not needing SSL, so
he went with the web host’s certifi-
cate. The figures were collected
using Firefox.

5. Check out the company

Unlike brick and mortar stores, where
the purchase is pretty much a simulta-
neous exchange of money and goods,
online shops demand payment
upfront. They then ship the items to
you in good condition, you hope.
Thankfully, you are not defenseless.

There are more than a few sites out on
the web that allow users to post
reviews of not just the items, but the
stores. Six such sites that do this are:
WWww.amazon.com, pricegrabber.com,
bizrate.com, pricewatch.com,
www.google.com/products, and
shopping.yahoo.com, where others
who have bought from the company
before you can post their experiences.
However, you should never just look
at the average rating to make your
decision on whether or not to do busi-
ness with this company. The ratings
can be misleading.

The first thing to consider is how
many ratings. The average of 1000
ratings is more telling of what to
expect than the average of 2 ratings.
But the number of ratings isn’t the
only thing to consider. How far
back do the ratings go? A store that
gets 1000 ratings but only goes back
2 months either does a huge amount
of business, or is faking their own
ratings, probably the latter.

Then you have to look at the ratings
themselves. Scummy stores are not
above posting positive ratings about
themselves. One tell-tale sign of this
is that many to most of the positive
ratings all read the same, as if
someone had copied and pasted.
Detailed ratings have much more
credibility. This is why it’s impor-
tant to scan the ratings, and sort
from highest to low. If you see this
sort of thing, stay away from the
store! Any store that needs to post
positive ratings about itself is a store
you don’t want to do business with.

The other thing to consider is the low
ratings. Why were they given low
ratings? Are the low ratings detailed,
or do they look like they are copied
and pasted? Rival stores (especially
scummy rivals) are not above posting
bad ratings about a good store to drive
business away from the good store
and hopefully to themselves.

Remember, just because the store is
listed on one of the major shopping
sites mentioned above doesn’t mean
it is a good store. Another way to
check on a store is to use a major
search engine like Google or Yahoo.
If others have had bad experiences
with the store, it’s likely the search
engines will find some mention of it.

6. Use credit cards, not debit cards
It is important to understand that
despite the Visa or MasterCard logo
sported by almost all debit cards,
they are not the same as credit
cards, especially online. There are
important protections you have by
law with credit cards that don’t
apply to debit cards.

If you buy something that’s damaged
or defective and you use a credit
card, you can withhold payment
under the Fair Credit Billing Act,
both online and offline. You must
make a good-faith effort to solve the
problem with the merchant first.
However, if you can’t resolve it,
contact your credit card company

and they will investigate the prob-
lem. If the card company sides with
you, which will probably happen if
you have a reasonable case, the
charge won’t be added to your bill.
However, purchases made with debit
cards are not covered under the Fair
Credit Billing Act. Good luck getting
your money back!

Some credit cards offer extended
warranties and other protections for
large purchases made on the card.
This does vary by card, so check
with all your credit card companies,
if you have more than one, before
buying to see which will give you
the best deal. No debit card doing
this could be found while
researching this article.

Credit cards have a maximum of
$50 liability if you report the
problem promptly. While your
maximum direct liability with a
debit card is $500 by law, this only
applies if you notify the bank more
than 48 hours after you learn of the
problem. Some banks promise to
limit the liability to $50, but there
are numerous reports that not all
banks honor that promise.

But the real danger with debit cards
is they are a direct line to your
checking account. A thief can drain
it all, including any overdraft line of
credit. While you may get most of
the money back, in the meantime,
you don’t have access to your
money. It could take the bank 10
days or more to refund your money.
In the meantime, you can have
checks bouncing all over town,
along with the bounced check fees,
and possible embarrassment.

Blocking is also a bigger problem
with debit cards than credit cards.
Some places, such as hotels, gas
stations, and rent-a-car agencies,
among others, will contact the
company that issued your card to give
an estimated total of the bill, their

(see Online on page 4)
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estimated total. If the transaction is
approved, your available credit (credit
card) or the balance in your bank
account (debit card) is reduced by this
amount. That’s a “block.” Some
companies also call this placing a
“hold” on those amounts. Hotels and
rental car companies often add antici-
pated charges for “incidentals” like
food, beverages, or gasoline to the
blocked amount. If you are close to
your checking account limit, which is
far more common than with credit
limits of credit cards, you can bounce
checks even with enough money in
the bank, while waiting for the block
to be released.

Credit cards offer you much better
protection than debit cards, espe-
cially online. Never use a debit card
for online shopping.

7. Zero liability sounds better than it is
Protecting your credit card accounts
is more important than most people
realize. Some people think just
because your liability with credit
cards is limited to a maximum of
$50, taking precautions isn’t worth
the effort. After all, that $50 is only
if the card itself is stolen rather than
just the number, and most credit card
companies tend to waive that for
good customers, although you might
have to call and ask. So you might
believe the maximum loss with a
stolen credit card is only $50 as an
extreme worst case scenario. Wrong!

Depending on how the card issuer
handles things, they may close the
current account and reopen a new,
identical account for you, with a new
card number (flipping the account).
While to most people this is not a
change in your credit status, it will
affect your credit score. Your credit
score is partially based on how long
the various revolving accounts (like
credit cards) have been open. Length
of time accounts have been open
makes up roughly 15% of your credit
score. New accounts will actually

MUG Monitor Extra!

cause your credit score to go down,
especially if the previous account
was open for years.

Your credit score touches more parts
of your life than most people realize.
Applying for a new car loan, home
mortgage, or other loan? A flipped
account means you could pay more
or even not get the loan. Insurance
companies are starting to base rates
partially on credit scores. A flipped
account means your rates can go up.

Some employers check credit scores
before hiring or promoting. Having
a flipped account could make the
difference between getting and not
getting that position you want. Your
credit score is also looked at when
you connect utilities, try to rent an
apartment, or even buy a cell phone.
Lower scores mean higher prices or
you have to buy a lesser model, if
the sale happens at all.

As you can see, even if your direct
liability is $0, you still want to
protect your account information.
Having your number stolen can cost
you indirectly in ways most people
don’t realize. Even if the new
account isn’t reported as new, you
still have to wait for the new card to
use it again. It is worth the effort to
protect your card number.

8. Protecting Your Credit Card Online
So how do you protect your credit
card number online? After all, you
have to give them your card number
to make the purchase, right? Well,
for some cards, no. Let me explain.

Some credit card issuers have
special programs where you can get
“temporary” card numbers. By
using these, your real number never
goes out on the web, and hence is
much harder to steal. This means
you don’t need to worry much about
how secure the store keeps its serv-
ers. These numbers can also be
canceled if the shop tries to play
games with your number. For exam-
ple, according to Thomas Hawk,
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PriceRitePhoto threatened to bill his
credit card $100 if he posted a nega-
tive review (tinyurl.com/bkr4n).
Using a “temporary” card number
shuts these and other games down
very quickly.

In addition, the “temporary” card
numbers can be used for phone
orders, or even mail orders, not just
online orders. However, trying to use
one at a brick and mortar store is not
recommended. Cashiers really don’t
like it if you pull out a piece of paper
with a credit card number written on
it and try to pay with that.

Do not confuse the temporary card
numbers with the “Verified by
Visa” program. The Verified by
Visa program does not work with all
online stores, only those signed up
for the program. It also doesn’t help
you with phone or mail-in orders.

So how do you get a “temporary”
card number? It depends on who
issued your credit card. However, in
every case, you must have a credit
card with the bank, and must create an
online account. Out of the 5 largest
credit card issuers in the United
States, neither Chase nor Capital One
offer a temporary card numbers.
Discover, Bank of America, and Citi
all offer temporary numbers.

Discover Card
(www.discovercard.com) offers
Secure Online Account Numbers,
which are temporary numbers linked
back to your real number. The credit
limit and expiration date are the same
as your real card. The temporary
number even includes the CVV code
for websites that think it provides any
real security. (The CVV is not
random, but generated by a formula
based on your credit card number. Do
not assume the criminals don’t know
the formula.) According to the
Discover Card website, “A secure
account number can only be used at
the retailer where it was first used—it

(see Online on page 5)
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can’t be used anywhere else. If the
secure account number is stolen, you
can deactivate it without canceling
your actual Discover Card Account.”
Of course, since it can only be used at
one place, its value if stolen is far less
than that of a regular number. These
numbers can be used for recurring
charges and automatic bill pay,
provided the merchant does not
change.

Unfortunately, the Secure Online
Account Numbers page is rather
hidden. To find it, you have to go
the Discover Card home page, scroll
down, then click on Security Center.
Scroll down on the new page and
near the bottom you will find a
Create a Secure Number button.
Click on that to get started. A new
window opens and the username
and password are the same as your
online account. This works with
both Internet Explorer, Firefox, and
even with Firefox on Linux. You
should be aware that based on an
admittedly small sample size, the
first time you use one of these
numbers, you will trigger a fraud
alert with Discover. Be prepared for
the phone call.

Bank of America (BoA) credit card
holders can use BoA’s Shopsafe
program. With this program you have
to sign in to Online Banking at
www.bankofamerica.com or
fiacardservices.com which is a redirect
to https://www.ibsnetaccess.com (both
are BoA sites). From there you can
create the temporary card number.
You can set the credit limit and expira-
tion date for each number. It is only
good for one merchant, but can be
used for recurring charges at that
merchant. It is known to work with
Windows and Macs, and to work with
Netscape 8.1, which is based on Fire-
fox, so Firefox should work as well.

Citi refused to respond to questions
about whether or not they even had a
temporary number program.

However, a HAL-PC member who
has a Citi card did offer the follow-
ing: “...I wanted to mention (since
they didn’t bother to respond to your
question) that Citi does indeed have
virtual credit card numbers....The
card numbers have one-month expi-
rations and can be closed by the
card-holder once the transaction has
been posted. They can be monitored
and managed online through the Citi
card holder’s account.” As these
temporary numbers have one-month
expirations, they are not suitable for
recurring charges. It is also known
that the Citi website does not work
correctly with Firefox, and therefore
Linux users are out of luck.

9. Close the Browser

Due to the nature of the web
protocol (aka HTTP protocol), it is
necessary to temporarily store your
credit card information in a cookie.
The cookie is encrypted, and almost
never written to disk. When the
session (think conversation) ends,
the cookie is automatically purged
and so is the key to decrypt it. So
when you end your transaction, and
leave the website, your credit card
info is gone right? Not necessarily.

Welcome to the world of cross-sell-
ing. Cross-selling is where a legiti-
mate merchant (or their shopping
cart vendor, often without informing
the merchant) cuts a deal with
another company to add a link to the
transaction complete page. But this
is no ordinary link.

This link actually continues the
session, so your credit card info is
still available. The link may entice
you with something like “Click here
to claim your $10 Cash Back Reward
on your next purchase!” If you click
the link, buried somewhere on the
page, usually you will have to scroll
down to see it, is a checked box
saying something like “Sign me up.”

As if that wasn’t sneaky enough,
there is some JavaScript on the page

so if you then close the browser or
navigate away from the page, the
on-exit script kicks in and completes
your “order” with the credit card
info from the legitimate merchant’s
session. Any email they send you
(as required by law), if they send
one at all, has a subject line
designed to trip every spam filter
out there so you will never see it.

Usually there is a 60-90 day free
trial before the billing starts in order
to hide the source of the billing. The
billing is small to avoid scrutiny,
and the description is often obfus-
cated. The billing is also recurring.
One company that does this is
Webloyalty.com and the charges
currently appear as
WLI*RESERVATIONREWARDS.

There are two good defenses against
this sort of scam. First, when the
page comes up that says your trans-
action is complete, close the
browser. Don’t navigate to some-
where else, just close the browser
and reopen it. Second, use tempo-
rary card numbers if possible. Since
both Discover and BoA temporary
card numbers are only good for one
merchant, the billings will be auto-
matically rejected. You can cancel
that particular number for good
measure if necessary.

10. Use common sense

Finally, consider the price. If one
store is way below all the others
selling the exact same item, there’s
a reason, and it is usually not a good
one! Someone once told me the
following about investing, “Lost
opportunities almost always come
round again, but lost money never
does.” It applies equally in online
dealing. If it seems too good to be
true, pass it by.

Robert Spotswood, a HAL-PC member, is
active in the Linux SIG and a freelance
computer professional. This article has been
provided to APCUG by the author solely for
publication by APCUG member groups. All
other uses require the permission of the
author at robert@spotswood-computer.net.
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Disruptive Open Source Programs
The prestigious British weekly news
magazine, The Economist, carries a
14-page special report on Innovation
in its October 13th, 2007 issue. As
you might expect, it is about innova-
tion in entrepreneurship, not the kind
associated with the name Edison and
symbolized by a light bulb. Besides,
Edison did not invent light bulbs but
only improved them to make them
practical and marketable.

Of the different kinds of entrepre-
neurial innovation the articles discuss,
a particular one caught my attention.
Referring to Clayton Christensen,
author of The Innovator’s Dilemma—
When New Technologies Cause Great
Firms to Fail, The Economist writes:
“...even successful firms can get into
trouble by trying to please their best
customers. Because there may be only
a handful of highly profitable, high-
end buyers who want and can afford
more features and better perfor-
mance, firms can invest heavily in
trying to deliver what this elite group
wants, even though the resulting
products may end up being beyond
the reach of the majority of custom-
ers.” That opens the door to
producers of “inferior” but perfectly
adequate, lower-priced products to
compete successfully and to delegate
the incumbents to market niches.
Christensen calls this “disruptive”
innovation, as opposed to innovation
due to product improvements or novel
marketing techniques. As examples
he mentions how personal computers
took over most of the tasks of IBM’s
mainframes and Digital Equipment’s
mini-computers and how Nucor’s
highly efficient mini-mills outdid US
Steel’s blast furnaces.

Another such disruptive innovation
that comes to mind is the develop-
ment of Open Source software in
competition with expensive, overly
elaborate programs currently in use
by the majority of computers in the
Western world. Most users of MS
Word never use, or even know or care
about, its many arcane features and
could save themselves a lot of money
by using the free OpenOffice.org’s
Writer that has most of the same
features. Even simpler, but perfectly
adequate text processors are available
for free, such as Abiword. The
OpenOffice suite also includes
perfectly adequate offsets for most
users of MS Excel spreadsheet,
PowerPoint presentation manager,
Database, and Drawing programs.
Recently IBM announced that it
would open up its Corel Office suite,
and in particular the powerful Lotus
spreadsheet program, to the Open
Source community and participate in
Open Source program developments.

Firefox already has taken over a large
corner of Microsoft Internet
Explorer’s browser market, based on
its simplicity, ease-of-use, and the
perception that it is less susceptible to
virus attacks. The Thunderbird email
program is giving MS Outlook
Express a run for its money with easy
plug-in access to spell checkers in
multiple languages and the expecta-
tion of greater safety in everyday use.

Most of the powerful image manipu-
lation features provided by the
expensive Adobe Photoshop
program are available for free in The
Gimp, another Open Source program
free for the downloading. Many free
programs are available to convert
documents back and forth to PDF

format, long the carefully preserved
domain of the expensive Adobe
Acrobat program. There are long lists
of other Open Source programs
capable of performing just about any
function required by users, including
an excellent simple checkbook and
bookkeeping program, GNUCash,
and a good genealogy program,
GRAMPS. Interestingly, almost all
Open Source programs run just as
well in Linux, without the need to
invest in the performance-hogging,
malware-susceptible, expensive MS
Windows operating systems, Vista in
particular.

Open Source programs, including the
Linux operating system, are making
only slow inroads in the Western
world, especialllly the USA, due to
the overwhelmingly strong marketing
legacy exerted by Microsoft. The rest
of the world, in which the USA seems
to occupy an ever-diminishing niche,
is less overwhelmed by Microsoft and
mostly can’t afford its expensive,
excessively complex products. Open
Source programs are widely used in
Asian countries like India and China,
and stand to gain further in features
and reliability due to inputs from
highly capable local programmers.
Those countries are only now entering
the computer age with literally
billions of potential computer users
about to acquire their own systems.
There is no question which software
those new computers will use. Mean-
while, in the Western world, Open
Source programs have found early
adapters amongst government offices
at several levels with limited financial
resources for software, that have
growing needs for use in computers
that are already available at low cost.
(see The Best on page 7)
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It may take some time, but the
advance of Open Source software is
unstoppable because it makes perfect
sense. Smart major computer compa-
nies, such as IBM and Sun Micro-
systems, recognize this and have
decided to switch, rather than fight.
Microsoft, mostly dependent on soft-
ware sales, may well end up being
disrupted like the lamplighters of
long ago. Tux, the Linux mascot,
might paraphrase the Borg, the Star-
Trek cyborgs that “assimilated”
whole planet populations: “You
WILL Be Disrupted...Resistance is
Futile.” (Thanks to Louis Ritz for The
Economist)

Thermal Color Printing

Thermal printers, still used in cash
registers, have been around for
about 50 years. They print in black-
and-white on special paper using
rows of heaters to activate the ink.
They are sturdy, small, and inexpen-
sive since the only moving parts are
there to advance the paper.

Scientists at Zink Imaging have
developed heat-activated inks in
the three complementary colors,
cyan, magenta, and yellow, needed
to generate full-color images. The
dyes used are expected to be stable
over time and are still being
improved. A hand-held printer will
be available by year-end. 2x3 inch
sheets of paper will sell for about
$2 per 10-pack.

Expensive still, but a promising
development. Over time the prices
are certain to come down. (Chem. &
Eng. News, 9/10/2007)
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swipcug@gmail.com.

Free Help for
Creating Greeting Cards

by Sandy Berger, CompuKISS., www.compukiss.com

Obtained from APCUG with the author’s permission
for publication by APCUG member groups

A recent trip to the greeting card store
left me in sticker shock. While the
text with the price of the card was
smaller (or is it just my aging eyes?),
the price tag was definitely larger than
last time I looked. Who wants to pay
$3 to $5 for a greeting card? Instead,
put your ink jet printer to work with
free clip art and pre-designed cards.

You don’t even have to be terrible
crafty. Just check out these websites
where you can get free templates of
holiday greeting cards and holiday
clip art. They also have a great
selection of greeting cards that can
be used with your own photos. So
that personalized masterpiece won’t
cost you an arm and a leg.

The Canon Creative Park
(tinyurl.com/y212mk) is one of my
favorite websites for free templates to
help you create greeting cards. They
have cards for everything including
Christmas, Kwanzaa, Hanukkah, New
Year’s, Easter and Birthday, to name
just a few. You don’t have to own a
Canon printer to use these greeting
cards. You can use any type of color
printer. The selection is excellent, and
best of all, there are detailed instruc-
tions for printing and folding. If you
are adventuresome, you can even
customize your envelopes. While you
are at this site, check out the 3D paper
craft section, the scrapbooking area,
and the wonderful calendar templates.
All are good-looking and free.

Not to be outdone by Canon, HP
(tinyurl.com/2yxpo9) also has an
Activity Center that allows you to
create greeting cards and other
crafty projects. They have some
beautiful eclectic greeting cards as
well as beautifully illustrated fanta-
sy-inspired cards. Like the Canon

site, the HP website gives full
instructions. They also feature some
unusual printer projects like party
decorations, stickers and puzzles.

If you use any Microsoft Office Prod-
ucts, especially Microsoft Word, you
will find a wealth of free products in
Microsoft’s Celebrate Holidays with
Office Clip Art and Media area
(tinyurl.com/yzdy34). Just about every
holiday is covered, but there are also
many non-holiday-related themes like
flags, food, technology, and business.
You will find everything from clip art
to borders to music. If you click on
some of their outside providers, like
Animation Factory or iStockphoto,
there is a charge for the images, but all
of the clip art and templates on the
Microsoft website are free. They can,
however, only be used if you have the
appropriate Microsoft program
installed on your computer.

Presenting your friends and relatives
with a homemade, customized greeting
card really shows you care. On top of
that, creating your own greeting cards
can save you money...and you might
have some fun as well.

If you don’t want to make your own
cards, there is another way to create
a win-win situation for obtaining
greeting cards. Check out CardsThat
Give.org where you can make your
greeting card money to do more than
just support the greeting card
company. It’s a very well-compiled
list of Charities that provide greeting
cards, complete with pictures of their
cards. You get some great cards, and
your favorite charities get support.

This article has been provided to APCUG by the
author solely for publication by APCUG member
groups. All other uses require the permission of
the author at sandy(@compukiss.com.
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A Laptop for the Holidays?

By Vinny La Bash, a regular columnist and member of the
Sarasota Personal Computer Users Group, Inc., Florida, www.spcug.org

Obtained from APCUG with the author’s permission for publication by APCUG member groups.

In June of 2005, monthly laptop sales
exceeded desktop sales for the first
time. Since then, the popularity of
laptops has continued to gain.
Improved battery life, manufacturing
quality, larger disk drives, and
enhanced video have all contributed
to make laptops more attractive.
Laptops are replacing desktops in
homes and corporate offices.

Competitive pressures have lowered
consumer prices. Unfortunately,
these pressures have not always
seen a corresponding increase in
quality. Low prices are all too often
directly related to cost cutting, and
that means you stand a good chance
of ending up with a dud if you buy a
laptop off-the-shelf. Laptops should
be manufactured for real world
usage and applications. Here’s what
to look for if and when you decide
that a laptop is for you.

The chances are good that your new
laptop will have some version of
Vista installed. Unless you are a
business professional with high
security needs, Vista Home
Premium will be your best choice.
There are other operating systems
such as Linux, but these generally
require more expertise than Vista,
and Vista handles more applications
than all the others combined.

Some vendors proudly proclaim that
their laptops come with one full giga-
byte of RAM. That’s about as desir-
able as a one bedroom apartment for
a family of six. You can do it, but
why bother when RAM is so cheap?
Two gigabytes will suffice for most
people who don’t need video editing
or other memory-intense applica-
tions. If you think you need more
memory, you probably do. Why not

simply order their laptop with four
gigabytes of RAM? You will never
have to wonder if you have enough,
and it won’t bust your budget.

A low priced laptop won’t come with
a high powered CPU. Don'’t settle for
a portable that takes ten minutes to
boot up, and doesn’t have the muscle
for your applications. Look for
Intel’s Core 2 Duo CPU. Not only
does it have excellent performance, it
generates less heat and uses less
energy. You will have all the power
you need to run multiple applications
simultaneously, and you’ll get longer
battery life as a bonus.

Video has been a weak spot with
laptops because most portables use
video graphics integrated with the
motherboard. Integrated video robs
main memory from the CPU,
degrading performance. Insist on a
laptop with at least 128 MB of onboard
RAM. If your video requirements are
high, 256 MB is even better.

If you use your portable for extensive
travel, you may not want a 17”
screen. Think about how you will
cope with crowded and cramped
airplanes. How often will you have
to remove it from its protective case
for baggage and customs inspectors?
If you travel often, a 12” display may
be best. If not, go for the big screen.

You want at least four USB 2.x
ports. These are probably the most
useful ports you can have on a
machine, and you can’t have too
many of them. With them you can
plug and unplug devices without
having to turn your computer off and
reboot. They reliably support “plug
and play,” which means that after
you connect a new device to your
system through a USB port, Vista

automatically detects and installs the
device making it instantly available.

Apple developed Firewire to be a
broadband connection for streaming
data devices like camcorders, DVD
players, and digital audio equip-
ment. It became especially popular
after it was standardized as IEEE-
1394. Lower priced laptops usually
are missing this port.

With broadband everywhere, a stan-
dard RJ-45 NIC 8-pin female
connector should be standard equip-
ment. It is used to connect LAN
(local area network), broadband
cable modems, DSL modems or
routers. Standard RJ-11 jacks are
still available for dialup modems,
but if you have broadband, there is
no need for this obsolete option.

Get at least 1 PCMCIA card slot.
Once there is a newer and faster wire-
less standard, you can upgrade easily
if you need the additional speed.

An IrDA port can be very useful for
transmitting data between your laptop
and various devices such as PDA
phones. They are fast, convenient, and
wireless. Their only drawback is that
they are line-of-sight devices. Infrared
doesn’t transmit around corners or
through walls. The devices have to
see each other to work.

If you plan to hook up your laptop to a
widescreen digital monitor projector,
you need a DVI (Digital Video Inter-
face) port. Digital monitors are far
superior to their analog counterparts.
The DVI port allows a pure digital
signal to flow from the laptop to the
monitor. A superior image is displayed
because there is no signal degradation
due to digital to analog conversion.

(see Laptop on page 11)
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Connected or Discombobulated?

Ramblings by Judy Lococo, Director,
Kentucky-Indiana PCUG, www.kipcug.org

Obtained from APCUG with the author’s permission

for publication by APCUG member groups

Everywhere you look today, someone
is always talking about “connectivity”
and how our new, improved world
demands it. The more I see of this
phenomenon, the less I think we are
connected. The Internet and identity
thieves have made us a nation of
anonymity, and paranoid anonymity
at that. We are electronically
connected, but are losing the ability to
look into people’s eyes, read their
body English, listen to the voice
inflections, and interact one-on-one
with another human being.

It’s even impossible to keep up with all
the acronyms! WiFi, DSL (I remember
ADSL), URL, etc., have become
entrenched in our lives so much that
we no longer flinch when we hear one
of them. And they keep stacking up at
warp speed, so that even the nerdiest of
us has to visit a website occasionally to
find out what one means.

The morning newspaper used to be a
shared experience at the breakfast
table. Now it’s read online with only
the parts that a reader prefers coming
across the screen, and you don’t
discuss your opinions with the rest of
the family, nor listen to theirs. You
no longer have to scan through the
business section to find the cross-
word puzzle. You don’t have to pore

through the sports pages to find auto-
mobile tires. IOW (another TLA),
you don’t even have to talk to a soul
without being considered rude.

Going to an office is not nearly as
important as it once was. Now
employees can work an 80-hour week
at home, without health insurance or
retirement benefits. But you can work
in jeans or sweats, so there’s consider-
able savings on wardrobe.

The chat rooms are so rampant with
predators that parents are restricting
their children’s surfing, and rightly so.
But these chat rooms are yet another
example of not connecting with a real,
live, breathing person, only an image,
which may or may not be accurate.

Email has replaced letter writing to
the extent that I have to wonder if
script handwriting will also be obso-
lete soon. Remember calligraphy?
Have you seen any within the last
three years? Will the dictionary of
the future have “ur 2” as a comeback
phrase? Will schoolchildren even be
taught English grammar or typing?

And, of course, how could I not
mention the answering machines,
voice mail, and all other means of
not speaking to people who are

trying to contact you. If you reach a
person on the first attempt, are you
supposed to believe that person is
not busy? Is this why nobody
bothers to answer their phone any
more, only return phone calls? If all
one does is return phone calls, what
happens when the one you’re calling
also only returns phone calls?

As if all the time spent behind a
monitor isn’t enough, our automo-
bile windows are now designed to
keep others from seeing you. So if
there is actually a person around
who is considerably higher up on the
social ladder than you are, you have
to roll your window down for them
to see you! How gauche is that?

I have to admit, I’m just as guilty as the
rest of the world of spending too much
time on email and INet (look it up
already...) It is a lot of fun to laugh out
loud at a joke that somebody forwards,
or follow a link to a YouTube video. I
am not addicted, but afraid of what I
will have to face if I don’t check it
daily. I guess you could say I’'m not
connected, I'm tethered. <BWG>

This article has been provided to APCUG by
the author solely for publication by APCUG
member groups. All other uses require the
permission of the author at
judy@thorobred.win.net.

(Laptop—continued from page 10)
Some laptops may have parallel,
serial or standard VGA ports. Before
buying your laptop, examine the
technical specifications to ensure it
has the ports you consider essential.

802.11g capability should be
required in every laptop. Since there
is no such requirement, you need to
consult the technical specifications.

Don’t make battery life a deal killer. It
is undoubtedly important, but if the
laptop you’re considering has every-
thing else you want and need, consider
buying a spare battery. Carrying
multiple batteries can be a real hassle
considering the extra weight involved.
Ask if you can upgrade to a 12-cell
battery. Most standard laptop batteries
are either 6 cells or 9 cells. Larger
batteries almost always last longer. If it
makes sense, go for the big one.

Laptops are cheaper than ever, but
that doesn’t mean that the cheapest
laptop is the one that’s best for you.
Examine the specifications, test
drive it if you can, then make your
choice.

This article has been provided to APCUG
by the author solely for publication by
APCUG member groups. All other uses
require the permission of the author at
vlabash@comcast.net.



