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INSERT is a version of Linux designed to correct problems in Linux, Windows PCs, and the latest 
Macintosh PCs (those using Intel x86 CPUs and whose operating systems are based on Unix). 
INSERT is based on Knoppix and was designed by Matthias Mikuletz at Inside Security IT 
Consulting, GmbH. INSERT is a “live CD”, which means it runs directly from the CD-ROM drive 
and does not use the hard disk at all. As a result, it doesn’t have to be installed, and can run even on 
a PC with an inoperable hard disk. Because INSERT occupies only 60 Mbytes of disk space, it can 
be loaded entirely into RAM on most modern PCs. This frees the CD-ROM drive for other uses, in 
particular, for saving files from a corrupted hard disk. 
 
INSERT has a graphical user interface and has many useful maintenance applications, including 
network analysis, file-system repair, data recovery, virus scanning, read-write support for NTFS 
partitions, and Internet browsing. The table below shows some of the important tools in INSERT. 
 

Table 1.  Important INSERT Tools. 

Task Tools 
Window Manager FluxBox 
File Manager Emelfm, Midnight Commander 
Web Browser Dilla, Firefox (downloaded as needed) 
FTP Client AxyFTP, ftp 
Virus Scanner Clam anti-virus with a GUI frontend, f-prot (downloaded as needed) 
Network Analysis nmap, tcpdump 
Disk Management parted, gpart, dd-rescue, testdisk, lilo, grub, cfdisk 
Backup dvd+rw-tools, Xcdroast, partimage, BashBurn, burncenter 
File system support ext2, ext3, minix, ReiserFS, JFS, NTFS, FAT, FAT32, NFS, SMBFS, 

NCPFS, UDF, UFS, HFS, HFS+, software RAID, LVM 
Basic Tools wget, ssh, tar, … 
 
This memo will introduce you to INSERT and some of its included applications. It isn’t a complete 
manual on any of them, nor is it a complete tutorial on solving computer problems. There are 
references to help you in learning more. There are tutorial files on the INSERT CD-ROM, which 
you can read from Windows; check both the root and the INSERT directory. Many of these have 
been incorporated into this memo. Finally, the TOOLS directory on the CD-ROM contains several 
useful Windows tools. A Google search on the program name will yield information on the tool. 

Table 2. Contents of the TOOLS Directory. 

Program Description 
iperf Reports TCP bandwidth, delay jitter, datagram loss 
netio Measures the net throughput of a network via TCP/IP 
PuTTY Free implementation of Telnet and SSH for Windows, along with an xterm  terminal 

emulator 
unzip Tool to unzip the other files in the TOOLS directory 
winscp Open source secure FTP client for Windows 

Obtaining INSERT 
It’s most convenient to obtain INSERT over the Internet. Go to 
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http://www.inside-security.de/insert_en.html, 
which is the designer’s home page, for links to download sites. After the download you will have a 
single ISO-image file, which is an image of the CD-ROM you will burn. You must burn the CD-
ROM properly; if you just copy the ISO image as a file, the CD-ROM won’t be bootable. 
Unfortunately, the free versions of many Windows CD-ROM burner programs won’t burn ISO 
images. However, a suitable program, ISO Recorder, is available, free on the Internet from 

http://isorecorder.alexfeinman.com/isorecorder.htm. 
You can also purchase an INSERT CD-ROM from such vendors as Linux Central, 

http://linuxcentral.com/_v3/, 
for a few dollars. However, it may not be the latest version. 

Getting Started with INSERT 
When you start INSERT, you see the prompt Boot: at the bottom of the screen. Press <Enter> and 
in most cases the system will boot. However, before you do this note that you can see a menu of 
boot options by pressing <F2>. In particular, if your PC has 256 Mbytes or more of RAM, you can 
type “insert toram” after the Boot: prompt, which will load the entire CD-ROM into RAM. This 
will greatly speed up operations and will free the CD-ROM or DVD drive for use during the 
session. The commands inserted after the Boot: prompt are called cheat codes. 

Table 3. INSERT Cheat Codes. 

Code Effect 
insert lang=be|ch|da|dk|en|es|pt|uk|us specify language/keyboard 
insert toram Copy INSERT to RAM and run from there 
insert xsetup Start xsetup.sh to configure graphics 
insert 2 Runlevel 2, Textmode only 
insert proxy=IP:Port Proxy Host:Port setzen 
       puser=joepublic Proxy-Benutzer setzen 
       pport=passwort Proxy-Passwort setzen 
insert keyboard=en xkeyboard=en Use different keyboard (text/X) 
insert floppyconfig Run "insert.sh" from a floppy 
insert myconf=/dev/sda1 Run "insert.sh" from a partition 
insert myconf=scan (or config=scan) Try to find "insert.sh" automatically 
insert home=/dev/sda1/insert.img Mount loopback file as /home/insert 
insert home=scan Automatic search for insert homedir 
insert no{apic,agp,apm,dma} Skip parts of HW-detection (1) 
insert no{firewire,pcmcia,scsi} Skip parts of HW-detection (2) 
insert no{swap,usb} Skip parts of HW-detection (3) 
insert usb2no Don't load the USB2 host driver 
insert usb1no Don't load the USB1 host drivers 
insert usbub Use ub kernel module (slow, more devices) 
failsafe Boot with (almost) no HW-detection 
insert pci=irqmask=0x0e98 Try this, if PS/2 mouse doesn't work *) 
insert pci=bios Workaround for bad PCI controllers 
insert ide2=0x180 nopcmcia Boot from PCMCIA-CD-Rom (some notebooks) 
insert mem=128M Specify Memory size in MByte 
insert noeject Do NOT eject CD after halt 
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Code Effect 
insert noprompt Do NOT prompt to remove the CD 
insert vga=normal No-framebuffer mode, but X 
insert blind Start Braille-Terminal (no X) 
insert brltty=type,port,table Parameters for Braille device 
insert tohd=/dev/hda1 Copy CD to HD partition and run from there 
insert fromhd=/dev/hda1 Boot from previously copied CD-Image 
insert testcd Check CD data integrity and md5sums 
expert Interactive setup for experts 
Notes: 
 
If you have a notebook and your PS/2 mouse doesn't work, try "insert pci=irqmask=0x0e98". This 
can be caused by a BIOS flaw; a BIOS update may help. Sometimes, switching to the text console 
with Control-Alt-F1 and back to the X-screen with Control-F5 solves the problem without 
rebooting, since the X server reinitializes the mouse driver during that procedure. 
 
If the INSERT CD-ROM makes strange noises during boot, or you see frequent errors like "cloop: 
read error", or programs crash randomly, then your CD image is probably defective. In this case, 
boot with "insert testcd" to check the CD-ROM integrity, or even better, verify the MD5 
checksums that are present on the mirrors before writing the CD. In some cases, defective IDE 
controllers cause this error if you have DMA enabled. Also, see Frequently Asked Questions on 
page 27. 
 
If INSERT doesn’t correctly identify your hardware, try booting with any of the "no-" options as 
shown in the table above, e.g., insert noagp noaudio noddc noapm noapic nodma nopcmcia noscsi 
nousb to skip some critical parts of the hardware detection process. 
 
Some PCs don't pass the proper memory size to the Linux kernel, which may cause the message 
"Panic: cannot mount root file system" and a system hang. Use "insert mem=128M" to solve that 
problem if your system has 128MByte memory for example. (Caution: you MUST use a capital 
"M" here). 
 
If your BIOS does not support booting from CD-ROM, you can create a bootable floppy disk by 
running the on Linux command “dd if=/cdrom/INSERT/boot.img of=/dev/fd0 bs=18k”. 
 
INSERT has a graphical user interface (GUI), but it’s probably quite Spartan compared to what you 
are used to. In particular, there is no Start button; instead, right-click anywhere on the desktop to 
see a menu of the available GUI programs. See GUI Menu Organization starting on page 38 so see 
the GUI menu hierarchy. Keep in mind, however, that these are only a small fraction of the almost 
1200 programs available, because most are started from the command line. 
 
After booting, INSERT will display a welcome note, most of which is a bullet list of usage hints. 
Toward its bottom is a link, applications shipped with INSERT, and clicking on it will display 
them. An annotated version of this list appears in INSERT Applications beginning on page 31. I’ve 
added the applications included with each package and indicated whether they have a manual page 
or appear on a GUI menu. 
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The man program is one of Linux’s most valuable features. From a command line, it displays 
instructions on how to use each program. For example, you can see the page for the command ls by 
typing 

man ls 
at the command prompt. Man outputs one page at a time: display the next page by pressing the 
spacebar and the previous page by typing the letter “u” and leave the program by typing the letter 
“q”. For more details, see the man page for man. 
 

 
Figure 1. Man Page for the man Command. 

Most commands will show a brief summary of their operation if you add “-h”, for example 
 man -h 
shows this for man. 
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Figure 2. Result of the man -h Command. 

Not all commands have man pages; for those that don’t, you can usually obtain a help page by 
typing the command an adding the argument --help, -h, or -?. Also, use the command 

man 7 undocumented 
to see some more options. Other helpful commands are type x, which shows the location of the 
command x; whereis x, which shows where the file x is located; and file x (where x includes the 
complete pathname) that shows information about the file x. In particular, some commands are 
shell scripts, which often don’t have man pages. In such cases, you can use the cat command to 
display the contents of the scripts. 

INSERT’s User Interfaces 
The graphical user interface is provided by Fluxbox. You can access many important applications 
via the Fluxbox menu, which appear when you make a right mouse click anywhere on the desktop. 
One of the selections opens a terminal window that starts a shell lets you use the powerful 
command line. 

The Fluxbox GUI 
Fluxbox starts when you boot INSERT and runs continuously after that. After you close the 
welcome note, the most prominent item is a graphical menu at the lower right, which is called the 
slit. This is a stack of squares, each representing a different applet. 
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The top square (wmcpuload) monitors CPU activity. 
 
The second one (wmmemload) monitors RAM and swap activity. 
 
The third box (wmnd) watches network traffic. 
 
The fourth box (wmwave) monitors wireless Ethernet traffic. 
 
Next is a monitor for the battery status (wmacpi). 
 
Next to the bottom is wmMatrix. This does nothing useful; it’s just a display from 
the movie of the same name. 
 
At the bottom, and the most useful, is mount, which enables you to open a device 
for reading and writing. The bar at its bottom has two arrows that allow you to 
scroll through the available storage devices. To the left of these is something that 
looks like the slot in a diskette drive. Clicking on this mounts the displayed device 
with read-write access so you can access it, and when you do this, the slot will turn 
green. Clicking on a “green” slot will unmount the associated device. However, on 
some PCs this application cannot mount or unmount NTFS or FAT32 file systems. 
See Mounting File Systems on page 13. 
  
 See the appropriate man page for more about each applet. You can change the 
characteristics of the slit by right-clicking on its border, which brings up its control 
menu. 

 
Figure 3. 
The Slit 

 

 
At the upper left Fluxbox displays a list of system operating status items, which is produced by the 
program torsmo; see Figure 4. 
 

 
Figure 4. Torsmo Output. 

 
Like most Linux window managers, Fluxbox has multiple workspaces; although it starts with just 
two, you can add more from the GUI menu (Windows Manager ®  Workspaces ®  New 
Workspace). Thumbnail images of these appear at the lower left of the desktop, Figure 5. 
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Figure 5. Bottom Portion of the Desktop. 

 
A toolbar appears along the bottom edge of the desktop. At its left are arrows that let you switch 
between the two workspaces. (You can move an application between the workspaces by right-
clicking on the applications title bar and selecting the Send To item.) In the toolbar’s center is a 
space showing the names of the applications running in the current workspace. To the right of this 
are two arrows that shift the focus among the applications. Finally, at the far right you see the time 
and date. 
 
Right-clicking anywhere on the desktop will bring up a menu of GUI programs. In other words, the 
right-click is equivalent to the start button in Windows. Most of the menus include short 
descriptions of the programs. You can find out more by starting a program and using its help 
features or by checking its man page. 
 
You can learn more about Fluxbox from its Web page 
 http://fluxbox.sourceforge.net/.  

The Terminal and Command Line 
There are two accounts defined in INSERT, the user insert and the superuser root. To work as 
insert, right-click on the desktop, then select Terminal session, and finally, click on Aterm. To work 
as root, follow the same sequence, but select Aterm – super user as the last step. If you are working 
as insert, you can change to root with the command 

su - 
or you can run a single command as root by prefixing it with “sudo”. 
 
While you are in a terminal, use either the scroll bar or the Shift+Page-Up and Shift+Page-Dn keys 
to navigate through its history pages. Often, this is more convenient than piping verbose outputs to 
less or to more. 

Probing Hardware 
The command procinfo shows a summary of the system status, and procinfo -a shows a more 
verbose summary. To find out more, explore the /proc directory. Issue the commands 

cd /proc 
ls 

to see what is available. (The listing is color-coded: directory names are shown in blue, executable 
files in blue-green, and ordinary files in black.) Then, use the cat command to display the contents 
of text files. For example, 

cat devices 
lists all the character and block devices on the PC.  
 
The command 
 hwsetup -n -v 
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Shows all the hardware devices. Use the command lsusb to see what is on the USB bus and lspci to 
learn about the devices on the PCI bus. For more information, use its verbose mode as super user. 
 sudo lspci -vv 
Other useful hardware probing commands are shown below. 
 

acpi_available Test whether an ACPI subsystem is available. 
apm_available Test whether an APM subsystem is available. 
arch Display the CPU type. 
biosdecode Shows (terse) BIOS information, prefix with sudo. 
bonnie Test hard drive performance. 
bonnie++ Test hard drive performance; same as bonnie. 
ethtool Display or change Ethernet card settings. 
hdparm Get/set hard disk parameters. 
isapnp Configure ISA Plug-and-Play devices. 
lsdev Display information about installed hardware. 
lspcmcia PCMCIA card control utility. 
lsscsi List SCSI devices (or hosts) and their attributes. 
mcat Display raw disk usage. 
pnpdump Display Plug-and-Play ISA device information. 
setpci Configure PCI devices. 
setserial Get or set serial port information. 
statserial Display serial port modem status lines. 

 
As usual, see the appropriate man pages. 

Working with Storage Devices 
Linux designates storage devices differently than does Windows. Following are some common 
examples. 
 
/dev/fd0 The first diskette drive 
/dev/hda The first ATA disk 
/dev/hdb The second ATA disk 
/dev/hdc Usually the CD-ROM or DVD drive, unless there are more than two ATA disks 
/dev/sda The first USB device or the first SCSI device or the first SATA device 
/dev/hda1 The first primary partition of hda 
/dev/hda2 The second primary partition of hda 
/dev/hda3 The third primary partition of hda 
/dev/hda4 The fourth primary partition of hda 
/dev/hda5 The first logical drive on hda 
/dev/hda6 The second logical drive on hda 
 
You must mount a device before you can read from or write to it; see Mounting File Systems on 
page 13. 

Restoring the MBR 
You can rewrite the master boot record with a Windows default record 
 sudo install-mbr /dev/hda1, 
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which is equivalent to the old MS-DOS command 
fdisk /mbr. 

The prefix sudo runs the command as root; it isn’t needed if you are running Aterm as superuser. 

Creating and Repairing Partitions and File Systems 
The key programs here are gpart, testdisk, fsck, and mkfs. If the partition table of hda, for example, 
is corrupted, use the command  
 sudo gpart /dev/hda 
to display where gpart thinks the partitions are located. This will take many minutes with today’s 
large disks. Check the output carefully, because gpart frequently makes errors. If it is correct, then 
rewrite the partition table with the command 
 sudo gpart -W /dev/hda /dev/hda. 
 
Testdisk is an interactive program that checks a disk and recovers lost and damaged partitions on 
FAT12, FAT16, FAT32, NTFS, Linux ext2 and ext3, Linux swap, OS/2 MultiBoot (which is also 
used by Partition Magic), BFS, UFS, and ReiserFS (1 & 2) partitions. Start Aterm in super user 
mode and type “testdisk”. Read each screen carefully, as a mistake can result in the loss of data on 
the disk. 
 
The venerable fsck will repair most file systems. 
 sudo fsck /dev/hda1 
It is, in fact, a front-end for fsck.ext2, fsck.ext3, fsck.jfs, fsck.minix, fsck.msdos, fsck.nfs, 
fsck.reiser4, fsck.reserfs, fsck.vfat, and fsck.xfs, where the extension indicates what file system it 
repairs. Before using fsck, read the man page for the system-specific program. Note that testdisk 
and fsck can each correct some file systems that the other cannot; in particular, testdisk can correct 
NTFS problems. 
 
Similarly, mkfs creates file systems by calling mkfs.cramfs, mkfs.ext2, mkfs.ext3, mkfs.jfs, 
mkfs.minix, mkfs.msdos, mkfs.ntfs, mkfs.reiser4, mkfs,reiserfs, mkfs.vfat, or mkfs.xfs. 
 
The following programs also create new file systems or correct errors in existing ones. 
 

badblocks Search a partition for bad blocks. 
debugfs Debug ext2 and ext3 file systems. 
debugfs.reiser4 Debug Reiser4 file systems. 
debugreiserfs Debug ReiserFS file systems. 
badblocks Search a partition for bad blocks. 
e2fsck Check a Linux ext2/ext3 file system. 
dosfsck Check and repair an MS-DOS file system. 
jfs_fsck Check and repair a JFS formated partition. 
jfs_mkfs Create a JFS formatted partition. 
mke2fs Create an ext2 or an ext3 file system. 
mkisofs Create a hybrid IOS9660/JOLIET/HFS file system with 

optional Rock Ridge attributes. 
mkntfs Create an NTFS file system. 
mkreiser4 Same as mkfs.reiser4 
mkreiserfs Create a ReiserFS file system. 
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xdfformat Format Xdf partitions. 
xfs_repair Repair an XFS filesystem 

 
In particular, mkisofs, can create an ISO image file from individuals files, as part of the process of 
burning CD-ROMs and DVDs. See Burning CD-ROMs and DVDs on page 17 for the details. 

Editing Partitions 
The program gparted is similar to Partition Magic; it can resize, move, delete, and create 
partitions. You can call it either from the command line with 

sudo gparted 
or from the GUI menu (Applications ®  Recovery/Backup ®  gparted). Be careful when shrinking 
Windows partitions. First defragment them with the Windows program defrag; otherwise, any files 
located in the deleted portion of the partition will be lost. According to its man page, parted (for 
which gparted is just a graphical front-end) can create, delete, resize, move, and copy ext2, ext3, 
linux-swap, FAT, FAT32, and reiserfs partitions. It can create, resize, and move Mac HFS 
partitions. It can only detect jfs, NTFS, ufs, and xfs partitions. However, the man page is over four 
years old, and I’ve used gparted to create and resize NTFS partitions. 
 

 
Figure 6. Gparted Screen. 

INSERT also includes partimage, which is equivalent to Drive Image and allows you to clone an 
entire partition. It can work with ext2, ext3, Reiser, FAT16/32, HPFS, JFS, XFS, UFS, HFS, and 
NTFS partitions. The man page says that operations on the last three types may not be reliable, but 
here too the man page is years out of date. 
 
The following command-line programs can also be used to manipulate partitions. 

ext2online Mounted ext2 file system resizer 
ext2prepare Prepare an ext2 file system for resizing by ext2online 
ext2resize Resize an unmounted ext2/ext3 file system 

 
Use the following command-line to display all the mounted file systems, their types, read/write 
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status, and other attributes. 
cat /proc/mounts 

The simpler command, mount, shows only slightly less information. 

Wiping a Disk or Partition 
When disposing of a PC, it’s a good idea to remove all your data from it. For example, 
 sudo shred -n 2 -z -v /dev/hda1 
writes random data five times (-n 5) into every byte in hda1, then fills the partition with zeros (-z). 
It informs you of its progress (-v) as it works. For most personal uses, -n 2 is adequate, but some 
government agencies require five times; don’t omit this argument – its default value is 25. Filling 
the partition with zeros is a courtesy to the new owner; if you don’t do this, the partition will appear 
to be filled with random data. For today’s large disks, this process can take many minutes. 

Recovering Files from Damaged Volumes 
The important tools are dd_rescue, and ddrescue, recover, and gtkrecover. The last two are usable 
only on ext2 volumes, which limits their use to older Linux systems. The GUI program gtkrecover 
(Applications ®  Recovery/Backup ®  gtrecover) is a front-end for the command-line program 
recover. Since ddrescue and dd_rescue just copy data blocks, they may well work on NTFS and 
HFS volumes, but I haven’t verified this. 
 
You can copy a damaged file system to a different device with the following sequence. 
 sudo mkdir /mnt/hdb1 
 sudo mount /dev/hdb1 /mnt/hdb1 
 sudo dd_rescue /dev/hda1 /mnt/hdb1/hda1.img 
Don’t mount hda1 before running dd_rescue. In fact, if the file system is damaged severely, you 
probably can’t mount it. If the file system is severely damaged, dd_rescue can run for a very long 
time. After your have created the image file, mount it loopback, e.g., 

mount -o loop /mnt/hdb1/hda1_rescue.img /mnt/hda1, 
run fsck on the image you have created, and browse through it and recover the files you need, or 
you can restore the complete file system with the following command. 
 sudo dd_rescue /mnt/hdb1/hda1.img /dev/hda1 
Again, since dd_rescue and ddrescue just copy data blocks, they may work on NTFS and HFS 
volumes. 

Working with Files 
Once any partition problems have been solved, you can begin working with files. Before you can 
access the files on a device in Linux, you must mount its file system. Mounting assigns the file 
system on the device to a specific location in the Linux file system. This won’t be possible unless 
the device is properly partitioned, so the first step in PC disaster recovery is often repairing 
partitions. 

Mounting File Systems 
As stated above, before you can begin working with files, you must mount the volume that contains 
them. For all but NTFS file systems, the appropriate command is mount; for example,  

sudo mount /dev/hda1 /mnt/hda1 
 mounts the first partition of hda at /mnt/hda1 with full read-write access. Thus, /mnt/hda1 is the 
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root of the first partition on the first ATA device. By convention, file systems on fixed devices are 
accessed in /mnt and those on removable media ones in /media. You can unmount this device with 
the command (note the command is umount not unmount) 

umount /dev/hda1. 
Note that you must preface the mount and the umount commands with sudo (or be operating as 
root). As mentioned above, you can also use the mount applet in the slit for this. Oddly, the CD-
ROM appears twice here, as cdrom and as hdc; if you click on the cdrom slot it will be mounted at 
/media/cdrom, and if you click on the hdc slot it will be mounted at /media/hdc. 
 
However, if you plug in a USB device after INSERT has booted, you must create its /mnt directory 
before using the mount command. Since USB devices are denoted as sda, sdb, etc., you mount the 
first partition of the first USB device with the following sequence. 
 sudo mkdir /mnt/sda1 
 sudo mount /dev/sda1 /mnt/sda1 
Also, if you plug in a USB device after INSERT has booted, it will not appear in the slit applet 
mount. 
 
To mount an NTSF partition, the command  

sudo ntfs-3g /dev/hda1 /mnt/hda1 
mounts hda1 at /mnt/hda1 with read-write access. To unmount this volume, use umount, as above. 
NTFS support in Linux is quite recent, and you should use ntfs-3g rather than its predecessor 
ntfsmount, which may not be as reliable. The ntfs-3g driver is an open source, GPL licensed, third 
generation Linux NTFS driver that provides full read-write access to NTFS, excluding access to 
encrypted files. For more information on ntfs-3g see 

http://www.ntfs-3g.org/. 
 
INSERT also has the linux-ntsf tools for manipulating NTFS file systems. See NTFS Operations on 
page 22. 

File Managers 
INSERT has the GUI file managers emelfm and Midnight Commander, the latter a clone of the old 
favorite, Norton Commander. Both are available in the GUI menu (e.g., Applications ®  File 
manager ®  emelfm), and both can be run either in user (insert) or superuser (root) mode. Of 
course, these can see into a partition only if it has been mounted. Although both are fairly intuitive 
to use, take some time to experiment with them, as they work differently than, for example, 
Windows Explorer. In particular, both show the contents of two directories simultaneously. 
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Figure 7. emelfm Screen. 

Command-line Tools 
INSERT has all the common Linux command-line file tools, ls, cat, cp, mv, etc. For more on these, 
see their man pages. O’Reilly’s Linux Pocket Guide, by D. J. Barret, is a good concise guide; but 
remember that INSERT has been stripped down, and some features described in the book are not 
available in it. 

Viewing Files 
The GUI file managers will display a file’s contents, as will the command cat. However, they will 
interpret the contents as text, so displaying a jpg file will show you nothing useful. MS Word files 
begin with formatting data, followed by mostly plain text, so you can read their text contents by 
displaying them as text. INSERT has no program to display pdf files, but you can view pictures 
with the following, for example. 
 xloadimage picture.jpg 
This does no scaling, so you will see only a small portion at a time of a high-resolution picture. 

MS-DOS Diskette Tools 
A set of tools, the Mtools, were developed some time ago to manipulate files on MS-DOS 
diskettes. Use the command man mtools for some general information on this tool set. While these 
are useful, standard Linux tools can often be used instead. The Mtools include the following. 
 

mattrib  
mbadblocks Tests a floppy disk and marks the bad blocks in the FAT. 
mcd Change MSDOS directory. 
mcheck Verify all file on an MS-DOS formatted disk. 
mcomp Compare two files using mtools. 
mcopy Copy MSDOS files to/from Unix 
mcp Move/copy/append/link multiple files by wildcard patterns. 
mdel Delete an MSDOS file. 
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mdeltree Recursively delete an MSDOS directory and its contents. 
mdir Display an MSDOS directory. 
mdu Display the space occupied by an MSDOS directory. 
mformat Add an MSDOS file system to a low-level formatted floppy disk. 
minfo Display the parameters in an MSDOS file system. 
mkdosfs Create an MS-DOS file system 
mkmanifest  
mlabel Make a MSDOS volume label. 
mmd Make a MSDOS subdirectory. 
mmount Mount a MSDOS disk. 
mmove Move or rename a MSDOS file or directory. 
mmv Move/copy/append/link multipole file my wildcard patterns. 
mrd Remove a MSDOS subdirectory. 
mren Rename an existing MSDOS file. 
mtype Display the contents of an MSDOS file. 

Wiping Directories and Files  
You can securely erase an entire directory or a single file with the command-line command, wipe, 
which operates on a file the same way shred works on a disk or partition. Read wipe’s man page 
carefully before you use the program. Although it overwrites the file many times, parts of the file 
and parts of previous versions of most likely still exist on your disk. As the man page states, the 
only way to be absolutely sure the information cannot be recovered is to incinerate the drive. 

Recovering Files 
Often, you would like to move your data files to an external device, either because you expect the 
computer to fail completely, or you want to safeguard the data while you attempt to correct a 
problem. Usually, the first step is to determine the total storage occupied by the files to be moved. 
For example, the command 
 du -sh /mnt/hda1 
displays the storage used by the partition hda1. Note also the du is a button in emelfm. 

Copying Intact Files 
It’s easiest and fastest is to use a GUI file manager or the command-line to copy the files to a USB 
device, either a flash drive or an external hard drive. You will first have to mount the drives; see 
Mounting File Systems on page 13). Speed is important if your hard drive is failing. Almost as fast 
is to write the files to a CD-ROM or a DVD; see Burning CD-ROMs and DVDs on page 17; 
however, you will need enough disk space to hold the entire CD-ROM or DVD image. In an 
emergency, you can e-mail the data to yourself, but most ISPs limit your mail to a few megabytes. 
 
Finally, you can use the command line to make an exact, byte-for-byte copy of an entire drive, 
including the MBR (master boot record). The destination drive must be the same size or larger than 
the source drive. Make sure no partitions are mounted on either drive. An example command is 
shown below. 

sudo dd if=/dev/hda of=/dev/hdb 
Here, /dev/hda is the source drive, and /dev/hdb is the destination. You can also use dd to clone a 
partition 

sudo dd if=/dev/hda1 of=/dev/hdb1 
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or copy a partition to a file 
sudo dd if=/dev/hda1 of=/mnt/hdb1/hda1_drive_image.img. 

You can then mount this file as though it were a partition. 
 sudo mkdir /mnt/temp 
 sudo mount -o loop -t ext3 /mnt/hdb1/hda1_drive_image.img /mnt/tmp 
In this example, the partition is an ext3 type. You can restore a partition with the following. 

sudo dd if=/mnt/hdb1/hda1_drive_image.img of=/dev/hda1 
You can also perform these operations with partimage. This is easiest if you use its interactive 
mode. 
 sudo partimage 
The program will then ask you for the specifics. 

Recovering Deleted and Damaged Files 
The command-line program magicrescue attempts to recover deleted files and files on corrupted 
volumes. It scans a block device and extracts known file types by looking at  
connections, and multi-cast memberships, and recognizes many file formats, including MS Office, 
avi, jpeg, mp3, and many others. Browse the files in the directory 
/INSERT/usr/share/magicrescue/recipes for a complete list. For example, 

sudo magicrescue -r msoffice -d /tmp /dev/sda1 
looks for deleted and damaged MS Office files on the USB flashdrive /dev/sda1 and puts the 
recovered files in /tmp. I don’t know if this command works on NTSF volumes. See magicrescue’s 
man page for more information. Other useful programs are shown below. 

bzip2recover Recover damaged bzip2 files. 
foremost Recover files using their headers, footers, and data structures. 
photorec Recover lost pictures from digital cameras. 
recover Recover a deleted file in an ext2 file system. 

Burning CD-ROMs and DVDs 
INSERT has several command-line CD-ROM and DVD burning programs, bashburn, burncenter 
cdrecord, and wodin. However, the GUI program xcdroast, called from the GUI menu 
(Applications ®  Recovery/Backup ®  xcdroast) is the easiest to use. If your PC has only one CD-
ROM or DVD drive, you must have INSERT running from RAM. (See Getting Started with 
INSERT on page 4.) Xcdroast can burn CD-ROMs only from ISO image files, which you obtain by 
reading from an existing CD-ROM (if you want to duplicate it) or by creating an ISO image file 
that contains the files you want to burn. Do this with, for example, the following command-line 
sequence. 

sudo mkisofs -o /tmp/demo.iso -J -r -V Demo /home/insert/  
In this example: 

-o names the new .iso image file (demo.iso)  
-J uses Joliet naming records, for Windows compatibility  
-r uses Rock Ridge naming conventions for UNIX/Linux compatibility, and makes all files 
publicly readable  
-V provides a volume ID (Demo), which is the disk name that appears in Windows Explorer  
/home/insert/ is the directory that holds the files to be placed in the ISO-file.  

You can check that the file is correct by mounting the ISO-file. 
mkdir /tmp/demo_iso 
sudo mount -t iso9660 -o ro,loop=/dev/loop1 /tmp/demo.iso /tmp/demo_iso  
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All the files should appear in /tmp/demo_iso and be readable. The ISO image can be large; you 
may need to create it on an existing disk partition. 
 
This example has created an ISO image of the insert home directory. The file is placed in /tmp, 
because xcdroast expects to find the ISO image there. After you have created an iso image, start 
Xcdroast from the GUI menu, Applications �  Recovery/Backup �  xcdroast. 
 
 

 
Figure 8. Xcdroast Main Screen. 

 
Before using xcdroast, you must point it to the correct CD-ROM or DVD device. Use the following 
sequence. 

·  On the main screen, click on Setup. 
·  On the Setup screen, click on Manually add device. 
·  In the text window, type the designation of the CD-ROM or DVD drive. (This is usually 

/dev/hdc.) Then click on Ok. 
·  Xcdroast should find the CD-ROM or DVD. Click on Ok. 
·  The device window should now show two devices. Select the correct one and click on Ok. 

You will see an error message complaining about the requested language. Ignore it and 
click on Ok as needed to get back to the main screen where you can select the task you want 
to perform. 

·  In the next window, change the device to the correct CD-ROM or DVD device before you 
proceed. 
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Figure 9. Xcdroast CD-ROM Duplication Screen. 

Figure 9 shows the xcdroast CD duplication screen after it has read the input CD-ROM. Note that 
the device has changed from its default (VMware IDE CDROM). You may also need the eject 
command to eject a CD-ROM or DVD. 

Solving Linux-specific Problems 
INSERT contains some forensic programs to analyze and correct Linux problems, e.g., chkrootkit, 
rkhunter, and foremost. See the O’Reilly books, Knoppix Hacks and Knoppix Pocket Reference, by 
K. Rankin, for more information on solving Linux problems. Since INSERT is based on Knoppix, 
much of it will apply. 

Check for Rootkits 
Use the following command sequence to check a Linux partition for rootkits; this example checks 
hda1. 
 sudo mount /dev/hda1 /mnt/hda1 
 sudo chkrootkit -r /mnt/hda1 
There is also GUI menu access to this program (Applications ®  Security ®  chkrootkit), but it just 
shows a summary of the command’s use. A second program, rkhunter, is equivalent; call it either 
from the command line; its GUI menu (Applications ®  Security ®  Rootkit Hunter) also just 
shows a command summary. If the partition is already mounted, use the following command. 
 sudo rkhunter --checkall --tmpdir /tmp --rootdir /mnt/hda1 
False positives are common, especially in Java plug-ins. If you do find a real rootkit, the only safe 
solution is to completely reinstall the system. 

Restore Grub 
Installing Windows rewrites the master boot record and disables the Grub boot manager. Repair 
this with the following sequence, assuming Grub resides on hda1 and the boot loader is in the mbr 
of hda. 
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 sudo mount -o dev,rw /mnt/hda1 
 sudo chroot /mnt/hda1 grub-install /dev/hda 
If the second command doesn’t work, use the alternative below. 
 sudo grub-install --root-directory=/mnt/hda1 /dev/hda 
The alternate is the one to use with Fedora Core 6. The program grub-floppy can be used to build a 
grub boot diskette. Older Linux system use the Lilo boot manger instead of Grub. In this use the 
programs lilo  (to install a boot loader) and liloconfig to configure it. You can make recovery 
diskettes for Linux systems using Grub and lilo with the commands grub-floppy and mkrescue, 
respectively. 

Reset Linux Passwords 
First, boot your Linux system normally, but at the Grub start screen hit any key to see the menu 
then: 

·  select the desired Linux entry; 
·  type “e” to enter edit mode; 
·  following the kernel argument add either “single” or “init=1”; 
·  type “passwd root” and then enter the new root password; and 
·  re-boot, log in as root, and change any other passwords you need to. 

 
Alternatively, from INSERT use the following sequence to change the root password, assuming 
Linux resides on hda1. 
 sudo mount -o rw /dev/hda1 /mnt/hda1 
 sudo chroot /mnt/hda1 passwd 
To change the passwords of the account username use the following command. 
 sudo chroot /mnt/hda1 passwd username 

Logical Volumes 
Logical volumes are rare in home systems; use the following commands to work with them:  
lvchange, lvconvert, lvcreate, lvdisplay, lvextend, lvm, lvm-bin-scan, lvmchange, lvmdiskscan, 
lvmiopversion, lvmsadc, lvmsar, lvreduce, lvremove, lvrename, lvresize, lvs, lvscan, pvchange, 
pvcreate, pvdisplay, pvmove, pvremoe, pvresuze, pvs, pvscan, vgcfgbackup, vgcfgrestore, 
vgchange, vgck, vgconvert, vgcreate, vgdisplay, vgexport, vgextend, vgimport, vgmerge, 
vgmknodes, vgreduce, vgremove, vgrename, vgs, vgscan, and vgsplit. In most cases, the 
command’s name indicates what it does; see the appropriate man pages for the details.  

Solving Windows-specific Problems 
See the O’Reilly books, Knoppix Hacks and Knoppix Pocket Reference, by K. Rankin, for more 
information. 

Restoring Boot Records 
As stated in Restoring the MBR on page 10, the program install-mbr installs a Master Boot Record 
manager; it’s equivalent to the old MS-DOS command format /mbr. Use the command ms-sys to 
write a Microsoft-compatible boot block. Use these tools with care; at the very least, read their man 
pages before using them. 
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Anti-virus Tools 
INSERT’s virus scanner is clam, which is a Linux program that scans Windows partitions for 
Windows viruses. First change to the directory you want to scan, then start clam from the command 
line with clamscan. (You may have to preface the command with sudo.) Its operation is intuitive, 
but you can browse its live help documentation if necessary.  
 
If possible, before you run clamav, download the current virus signature file, from either the 
command-line with 

sudo freshclam 
or from the GUI menu (Applications ®  Security ®  Signature update virus scanner). If course, you 
must be connected to the Internet to do this. You can test that clamav is operating correctly by 
scanning the test file /ramdisk/home/insert/eicar.txt. 
 
If you are connected to the Internet, you can download and run the virus scanner, f-prot, from the 
GUI menu (Extensions ®  Install F-PROT) and then run it (Applications ®  Security ®  F-Prot GUI 
xfprot or F-Prot GUI xfprot – super user). The download process requires several minutes, even 
with high-speed Internet access; don’t try to run a virus scan until you see a message that the 
download is complete. 

Restoring boot.ini 
The Windows messages “invalid boot.ini” and “Windows could not start” point to a corrupted 
c:\boot.ini file. The default contents of c:\boot.ini are shown below. 
 [boot loader] 
 timeout=30 
 default=multi(0)disk(0)rdisk(0)partition(1)\WINDOWS 
 [operating system] 
 multi(0)disk(0)rdisk(0)partition(1)\WINDOWS=”Boot Windows” /fastdetect 
Mount the partition corresponding to c: with mount (if it’s a FAT32 partition) or with ntfs-3g (if it’s 
an NTFS one), and edit the file, using either nano or nVi, found by navigating the GUI menu 
(Applications ®  Editors) or using vi or nvi, at the command line. (They are the same program.) 

Resetting Passwords 
Before you do try to use INSERT to reset its password, boot Windows in Safe mode and try to log 
into the administrator account. (Note that administrator is the name of the account; usually, all 
Windows accounts have administrator privileges.) By default, this account has no password, and 
most Windows users haven’t changed that. If this is the case, you can reset the passwords of all the 
other accounts. 
 
If this doesn’t work, you can reset Windows passwords from INSERT. First mount the NTFS 
partition with ntfs-3g. Then, navigate to the Windows directory that holds the files SAM, SYSTEM, 
and SECURITY. (The names might not be all caps.) This is usually windows/system32/config or 
winnt/system32/config. (On my system “windows” appears as “WINDOWS”.) Then, at the 
command-line, type 
 chntpw SAM, 
which will prompt you for the new password for the account administrator. When asked for the 
new password, type *, which means the administrator account will have no password. You can now 
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boot Windows in safe mode, log in as administrator, and reset the passwords for the other accounts. 
However, if you wish, you can reset all the Windows passwords from INSERT. The command 
 chntpw -1 SAM 
prints out each account name and its password status. Then you can use the command 
 chntpw -u username SAM 
to change the password for the account username. Repeat this for all the accounts. 
After all the changes, unmount the partition with, e.g.,  
 umount /mnt/hda1. 
 
Caution – Windows XP Pro allows the user to encrypt directories. If you change an account 
password, you will not be able to read any file in any encrypted directories owned by that account. 

Editing the Registry 
The registry is located in five files, SYSTEM, SAM, SECURITY, SOFTWARE, DEFAULT, and 
userdif located in windows/system32/config, and in ntuser.dat (one for each account) located in 
Documents and Settings/username. Again, the names may not be in all caps.  

Table 4. Registry Files. 

Filename Registry Key Name 
SYSTEM HKEY_CURRENT_CONFIG 
SAM HKEY_LOCAL_MACHINE\SAM 
SECURITY HKEY_LOCAL_MACHINE\SECURITY 
SOFTWARE HKEY_LOCAL_MACHINE\SOFTWARE 
DEFAULT HKEY_USERS\DEFAULT 
userdif ? 
ntuser.dat HKEY_CURRENT_USER 

 
For example, open the partition for NTFS read-write access with the following. 
 sudo ntfs-3g /dev/hda1 /mnt/hda1 
Then navigate to the directory that holds the file SOFTWARE and type 
 chntpw -e SOFTWARE 
to open SOFTWARE for editing. You will see some characteristics of the file and a “>” prompt. 
Type “?” to see a list of the available commands; the major ones are ls, which shows a list of 
subkeys and their values, and cd <arg>, which lets you change the subkey value, where “arg” is the 
first two or three characters of the key name. You should do this only if you are very 
knowledgeable (or desperate); chntpw provides no help or safeguards to keep you out of trouble. 

NTFS Operations 
These utilities perform operations on NTFS volumes. Although these commands work, if the NTFS 
volume has been mounted with ntfs-3g, you can use gparted to perform them more easily. 

·  ntfsresize Safely resize NTFS volumes (but the GUI gparted is easier to use). 
·  mkntfs Create NTFS volumes. 

Other programs in this set are shown below. Again, if the file system has been mounted with ntfs-
3g, you can usually use standard Linux commands instead of these operations. 

·  ntfsclone Efficiently clone, image, restore, or rescue NTFS. 
·  ntfscat Print NTFS files and streams on the standard output. 
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·  ntfsclone Clone, image, restore, or rescue an NTFS. 
·  ntfscluster Identify files in a specified region of an NTFS volume. 
·  ntfscmp Compare two NTFS file systems and display the differences. 
·  ntfscp Overwrite a file on an NTFS volume. 
·  ntfsfix Fix common NTFS errors and force Windows to check the volume. 
·  ntfsinfo Display a NTFS file's attributes. 
·  ntfslabel Display/change the label on an ntfs file system. 
·  ntfsls List directory contents on an NTFS file system. 
·  ntfsresize Resize an NTFS file system without data loss. 
·  ntfsundelete Recover a deleted file from an NTFS volume. 

 
For more information see the man pages or http://www.linux-ntfs.org/. 

Restore Corrupted System Files 
The Windows system files are stored in .cab files. First find where these are located with the 
command, assuming that Windows is on hda1. 
 find /mnt/hda1 -name *.cab 
Then use cd to move to each directory that contains .cab files and issue the following (assuming 
you are looking for ntdll.dll). 
 cabextract -l 2>/dev/null *.cab | grep ntdll.dll 
You may find multiple versions of the same file; if so, use the most recent. Next find the directory 
that contains the corrupted file. In this example, the command would be the following. 
 find /mnt/hda1 -name ntdll.dll -print 
Move to this directory and extract the original from its .cab file. In the example below, the desired 
ntdll.dll is located in /mnt/hda1/windows/ServicePackFiles/i386/sp4.cab. 

cd /mnt/hda1/windows/system32/ 
sudo cabextract -F ntdll.dll “/mnt/hda1/windows/ServicePackFiles/i386/sp4.cab” 

Finally, move out of the Windows partition and unmount it. 
 cd 
 sudo umount /mnt/hda1 
If, as common, you have an OEM version of Windows, you don’t have all the .cab files, and this 
procedure will probably fail. 

Macintosh HFS and HFS+ Operations 
The tools below allow reading and writing in Macintosh HFS volumes. I haven’t worked with 
these, so I don’t know what other commands are usable. 
  

hattrib Change HFS file or directory attributes. 
hcd Change working HFS directory. 
hcopy Copy files from or to an HFS volume. 
hdel Delete both forks of an HFS file. 
hdir Display an HFS directory in long format. 
hformat Create a new HFS filesystem and make it current. 
hls List files in an HFS directory. 
hmkdir Create a new HFS directory. 
hmount Introduce a new HFS volume and make it current. 
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hpwd Print the full path to the current HFS working directory. 
hrename Rename or move an HFS file or directory. 
hrmdir Remove an empty HFS directory. 
humount Remove an HFS volume from the list of known volumes. 
hvol Display or change the current HFS volume. 

 
Before using any other command, mount the files system with hmount. If the device is partitioned, 
you must specify a partition number. Partition number 0 specifies the entire medium, disregarding 
any partition map. HFS pathnames consist of colon-separated components. An HFS path which 
begins with a colon (e.g. :Foo:Bar) is a relative path; one which does not (e.g. Foo:Bar) is an 
absolute path; a path not containing any colons is assumed to be relative. Absolute pathnames 
begin with the name of the volume itself. Any occurrence of two or more consecutive colons in a 
path causes resolution of the path to ascend into parent directories. 
  
Most of the command-line programs support HFS filename globbing. The following forms of 
globbing are supported: 
 

* matches zero or more characters.  
? matches exactly one character.  
[...] matches any single character enclosed within the brackets. A character range 

may be specified by using a hypen (-). Note that matches are not case 
sensitive.  

{...,...} expands into the Cartesian product of each specified substring.  
\\ causes the following character to be matched literally. 

 
Note that since globbing is performed by each HFS command rather than by the UNIX shell (which 
knows nothing about HFS volumes), care should always be taken to protect pathnames from the 
shell by using an appropriate quoting technique. Typically it is best to surround HFS pathnames 
containing glob characters with single quotes ('). 
 
Time stamps on HFS volumes are interpreted as being relative to the current time zone. This means 
that modification dates on HFS volumes written in another time zone may appear to be off by some 
number of hours. Hardware limitations prevent some systems from reading or writing native 
Macintosh 800K floppy disks; only high-density 1440K disks can be used on these systems.  
 
For more information see 

http://www.die.net/doc/linux/man/man1/hfsutils.1.html and 
http://gentoo-wiki.com/HOWTO_hfsplus.  

 
Similar programs are available for HFS+ file systems. 
 

hpcd Change the directory on an HFS+ volume. 
hpcopy Copy files from an HFS+ volume. 
hpfsck Check the integrity of and HFS+ volume. 
hpls List the contents of a directory on an HFS+ volume. 
hpmkdir Create a directory on an HFS+ volume. 
hpmount Change directory on an HFS+ volume. 
hppwd Print the current working directory on an HFS+ volume. 
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hprm Remove a file or directory on an HFS+ volume. 
hpumount Unmount an HFS+ file system. 

Network Operations 

Setting Up a Network 
DHCP will usually set the proper network values, including those for (high-speed) Internet 

access. If not, configure the basics with netcardconfig from INSERT’s GUI menu or manually, 
using ifconfig. Use the command 

sudo proxyconf 
to set any required proxy settings. The necessary environment variables as well as configuration 
settings for clamav, dillo, wget, gftp and Firefox will now be set. Configure your Internet 
connection with the tools pppconfig (for dialup), iwconfig (for wireless), or pppoeconf (for DSL). 
You'll find many of these in the GUI menu. There are also useful command-line programs: use 
scanmodem and modemtool to look for and set up PCI dial-up modems and to recommend a driver, 
and use iwlist to get detailed information from a wireless interface. You may also need proxyconf, 
an interactive program that sets up a proxy. Network configuration is beyond the scope of this 
memo. If you don’t have network experience, read for a good book. 

Browsing the Internet 
The native browser is dillo from the command line or the GUI menu (Applications ®  Network ®  
dillo), which you can use after you’ve established an Internet connection. 
 

 
Figure 10. Dillo Screen. 

If your Internet access is high-speed and you have enough RAM, you can download and use 
Firefox – from the GUI menu (Extensions ®  Install/Start Mozilla Firefox?) If you stop Firefox, 
you can restart it, again from the GUI menu (Extensions ®  Start Mozilla Firefox). Since RAM 
contents are lost when you shut down, you will have to repeat the download the next time you boot 
up.  
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Network Operation Analysis 
Among the network analysis tools available in INSERT are the following programs. 
 

dnsdomainname Show or set system's DNS domain name. 
fping Send ICMP ECHO_REQUEST packets to network hosts. 
host Query the nameserver about domain names and zones. 
hostname Show or set the system's host name. 
ifconfig Display information about network interfaces. 
iperf Measure network performance. 
iptraf Interactive IP LAN monitor. 
mtr Network diagnostic tool. 
nc6 Network Swiss army knife (netcat). 
netstat Print network connections, routing tables, interface statistics, 

masquerade. 
nmap Explore networks and perform security audits. 
nmapfe Graphical front end for nmap. 
NPtcp Measure network performance. 
plog Lists the log of PPP connections. 
poff Shut down PPP connections. 
pon Start up PPP connections. 
pppconfig Configure pppd to connect to the Internet. 
pppoe-connect Manage a PPPoE link. 
pppoe-discovery Perform PPPoE discovery. 
pppstats Display PPP statistics. 
sipcalc IP subnet calculator. 
tcpdump Display the packets that match a Boolean expression. 
wavemon Wireless network monitor 

 
There are many programs to analyze Netware networks. These include nwauth, nwbocreate, 
nwbols, nwboprops, nwborm, nwbpadd, nwbpcreate, nwbprm, nwbpset, nwbpvalues, nwdir, 
nwdpvalues, nwepgen, nwfsctrl, nwfsinfo, nwfstime, nwgrant, nwmsg, nwpasswd, nwpjmv, 
nwpqjob, nwpurge, nwrevoke, nwrights, nwsfind, nwtrustee, nwtrustee2, nwuserlist, and nwvolinfo. 
 
See the appropriate man pages for more information. 

Installing INSERT on a Flashdrive 
INSERT can install itself on a USB flash drive, which will let you carry it around in your key case. 
However, not all PCs can be booted from a USB drive. To do this, call usb-install, either from the 
command line or the GUI menu. This requires an already partitioned USB flash drive with a first 
partition of at least 64MB. This partition must be a primary one and must be active. Make a 
partition active using gparted with the following sequence: select the Partition item on the qparted 
menu bar; select Manage flags; and check the boot item. If needed, usb-install can format this, after 
which it will copy the required files onto it and make the stick bootable. The only thing you then 
need is a system capable of booting from USB. Of course, you can create additional partitions on 
the flash drive and use them as you like. 
 
Because modern flash drives are much larger than 64 Mbytes; it is convenient to put two partitions 
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on the drive – the first (small) one holding INSERT, and the second (much larger) for general-
purpose use. Unfortunately, Windows can see only the active partition, so this scheme is usable 
only for Linux PCs. Actually, since many PCs can’t boot from a USB device, it is preferable that 
INSERT boots from a CD-ROM. 

Frequently Asked Questions 
Q: How do I get the CD/current beta? 
A: Download from http://www.insert.cd or e-mail insert@inside-security.de and ask for a copy of 
the newest version of INSERT on Credit card-sized CD-ROM for � 10 plus shipping. 
 
Q: Why is my favorite software xyz not present on the CD? Can't you add it in future versions of 
the download version? It doesn't cost anything! 
A: Space is VERY limited on this sort of media. Apart from that we like to keep the download as 
small as possible. Please feel free to write an e-mail to insert@inside-security.de. Maybe we can 
add the piece of software you would like to see on the CD. Your chances are getting better the 
smaller it is. All licenses must guarantee that the CD can still be downloaded, modified and copied, 
free of charge. Licenses that don't allow incorporation into such a CD can't be accepted by us, at 
least not for the freely available/downloadable versions of INSERT. That also applies to licenses 
that would force the recipients to sign another agreement before download, or even pay royalty 
fees, and licenses that do not allow the CD to be distributed commercially (for example, 
customization, copying and mailing of the CD for an appropriate fee for the work done is 
commercial distribution). Almost all programs on the CD fall under the GPL or similar Open 
Source licenses, which provide a lot of freedom for the recipients of the software (see also 
http://www.gnu.org/licenses/gpl.html). Exceptions regarding software that may, due to the wish of 
the vendor, only be distributed in binary form, are still tolerable if they fall under a liberal license 
that allows non-commercial as well as commercial distribution of the CD without essential 
restrictions. Please check the license of your software carefully before writing a recommendation 
for inclusion in future versions of INSERT to the developer team. 
 
Q: My computer won't boot from CD. What should I do? 
A: Look in your computer's BIOS to see whether it's set to boot from CD (on most computers you 
need to push the "delete" key during the RAM test). If this is already set, your computer may not be 
able to read the CD (some notebooks have problems with black-coated CD's, for example). Some 
computers will only use the new BIOS settings after a hard reset. 
 
Q: I downloaded INSERT from the Internet or got a downloaded version from a friend. My PC will 
boot off of it, but the boot process stalls after a bit or I only see the background picture, and nothing 
else happens. What's going on? 
A: You possibly only got a partial download, or the download was interrupted. If this is the case the 
ISO image is defective and the data in the missing parts cannot be accessed (sometimes one can 
even "hear" this because of the sound the CD-ROM drive makes due to repeated read attempts). 
This is fatal because the directory tree is written at the beginning of the CD, so it is usually 
complete. Thus, you can correctly read the directory tree of the CD. However, reading the actual 
contents of the missing parts is impossible (in other words, accessing the contents fails). Some 
possible solutions can be found in the section "What are MD5 files?" and "How can I get the CD?". 
 
Q: What are these strange MD5 files that accompany the ISO CD images? 
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A: The files with the .md5 extension contain checksums for the actual CD images. A checksum is a 
"matching number" for checking files. One can verify that the file matches its original down to the 
smallest detail. When you download both the ISO image for the CD and its corresponding .md5 
file, you can verify that your download was complete and that the contents are unchanged by 
typing "md5sum -c filename.md5" under Linux/Unix. Further information about MD5 and 
programs for various OS's can be found at http://www.fourmilab.ch/md5/. You can download a 
Windows(TM) version at http://www.toast442.org/md5gui.shtml. 
 
Q: What is the root password? 
A: There is none; all passwords are locked by default. There are several sections you can read 
dealing with this subject in INSERT/README_Security.txt. 
 
Q: After I've used INSERT, my "other" OS suddenly shows a blue screen with the message "File 
kernel.exe not found or defective" and "reinstall..." shortly after boot. 
A: Simply take the INSERT CD out of the CD-Rom drive and restart the computer. 
 
Q: Auto configuration doesn't work on my computer, or the computer hangs at boot. What should I 
do? 
A: It might work if portions of the auto configuration are skipped. This can be specified with 
"insert noscsi" or "insert nopcmcia". Sometimes the output of "lspci ; lspci -n" is very helpful, 
especially if the problem involves incorrectly identified graphics cards. 
 
Q: My graphics card doesn't work. 
A: It may be that very new (or exotic) graphics cards are not in the hardware database yet. These 
will still usually work under Linux. Type 
 insert xmodule=vesa 
or 
 insert xmodule=fbdev 
at the first boot screen, and the initial un-accelerated XFree86 modes will produce a usable screen. 
Also there is a frame buffer boot option (especially for older notebooks): 
 fb800x600 (instead of typing in insert),  
which uses a resolution of 800x600 pixels in frame buffer mode. Regardless of whether these 
workarounds are successful or not, support can be built into the next version of INSERT more 
quickly if (as in the previous question) the PCI numbers of the graphics card along with a 
description can be sent to us via mail ("lspci ; lspci -n"). 
 
Q: My PS/2 mouse doesn't work. 
A: If the mouse pointer in the graphical user window is erratically moving around everywhere, the 
attached mouse is using an exotic protocol. Only booting into "expert" mode and setting the correct 
protocol for the XFree system will help in this case. However, if the pointer appears in the middle 
of the screen and doesn't respond to mouse movements at all, you probably have a board with a 
known BIOS bug (lately this problem has been appearing frequently with notebooks). Try to type 
in 
 insert pci=irqmask=0x0e98 
at the boot screen and see if this helps. Alternatively, you can find a BIOS update for your 
computer. 
 
Q: How do I get support for my wheelmouse's mousewheel? 
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A: Type 
 insert wheelmouse 
at the boot prompt. Unfortunately, wheelmice cannot be auto-detected, and the wheelmouse 
protocol is incompatible with the standard ps/2 protocol. Therefore, the "normal" ps/2 protocol 
(without mousewheel support) is the safe default. 
 
Q: My system memory is not fully detected, or the computer hangs shortly after starting with the 
message "Panic: cannot mount root file system." 
A: Some boards apparently report the usable memory size incorrectly to the Linux kernel. Solution: 
specify the system memory size as an additional "insert" boot option. For example, for 128 
Megabytes use 
 insert mem=128M 
(Note: make certain an upper-case M is typed after the memory size!) 
 
Q: I cannot eject the CD-ROM when the system is running. 
A: Sure, because it is running from the CD. You can use the boot option 
  insert toram 
to copy the whole system to memory during boot time (supposing there is enough memory 
available - should work on a 128M system). Having done so you can safely eject the CD-ROM, 
e.g., to burn a backup with 'burncenter' if it's a burning device. 

Issues 
·  The script below is supposed to be equivalent to the commands in Restore Corrupted 

System Files on page 23. Figure out why it doesn’t work. 
 sudo mount /dev/hda1 /mnt/hda1 

find /mnt/hda1/ -name *.cab -exec sh -c “if cabextract -l \“{}\” 2>/dev/null | grep ntdll.dll; 
then echo \“{}\”; “  \; 

·  Can the GUI Mtools do anything the other file managers can’t? 
·  Is there a better way to get a screen shot? Here’s what works. 

o GUI menu ®  X-tools ®  X window snapshot 
o The cursor changes to a cross. 
o Click on the desired window. 
o The image to be saved on the desktop. 
o Start Aterm (Be sure the terminal window doesn’t overlap the image to be saved.) 
o xwd - out outfile<Enter> (Although there is a carriage return, you won’t see a 

prompt.) 
o Click on the image to be saved. It’s now stored as outfile. 
o Check the saved image with xwud < outfile. 
o Use gimp to change the format of outfile to jpeg. 

·  INSERT Bugs 
o The command mencoder is missing; it’s called in the Magicrescue recipe avi, which 

means that Magicrescue can’t recover avi files. Since mencoder is very large, the 
solution is to eliminate the recipe avi. 

o On some PCs, the slit applet mount won’t mount FAT32 or NTFS volumes. For 
example, it does mount them on an hp Pavilion ze5400, but not on a Dell Inspiron 
700m. 

o The slit applet wmnd always displays 0.00 on all four counters. Shouldn’t these 



- 30 - 
  

show Ethernet activity? 
o The activities displayed by torsmo and the slit applets don’t agree. 
o Xcdroast complains about a language file when you set the CD-ROM device. This 

probably occurs only when German is not the language in use. 
o The command “bonnie” produces the message, “Can’t open file ./Bonnie.2842.00.” 
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INSERT Applications 
Package Comments 

acl1 Access control list utilities 
afio1 Archive file manipulation program 
aterm1 Afterstep XVT - a VT102 emulator for the X window system 
attr1 Utilities for manipulating filesystem extended attributes 
bash1 The GNU Bourne Again SHell 
bash-completion3 Full programmable completion for the bash 
bashburn2 Feature-rich console frontend for CD burning tasks 
bing1 Empirical stochastic bandwidth tester 
bonnie++1 
(bonnie1) 

Hard drive bottleneck testing benchmark suite 

bridge-utils3 Utilities for configuring the Linux 2.4 bridge 
brltty1 Access software for a blind person using a soft braille terminal 
buffer1 Buffering/reblocking program for tape backups, printing, etc. 
bzip21 A high-quality block-sorting file compressor, includes bzip2recover1 
cabextract1 a program to extract Microsoft Cabinet files 
calcoo1,2 Scientific calculator (GTK+) 
cdrecord1 command line CD writing tool 
chkrootkit1 Checks for signs of rootkits on the local system 
chntpw1 Windows password resetting utility and registry editor 
clamav Antivirus scanner for Unix, includes clamscan1, avscan2, freshclam1 
cpio1 GNU cpio -- a program to manage archives of files 
cron1 Management of regular background processing 
curl1 Get a file from an FTP, GOPHER, HTTP or HTTPS server 
dar Backup directory tree and files 
dd_rescue1 error-tolerant version of dd for rescuing data 
ddrescue1 Supposed to be even better than dd_rescue 
dhcp3-server3 DHCP server for automatic IP address assignment 
dialog1 Displays user-friendly dialog boxes from shell scripts 
diff1 File comparison utilities 
dillo2 GTK-based web browser, patched for frame, tabs and i18n support  
dosfstools Utilities to create and check MS-DOS FAT filesystems, includes 

mkdosfs1, dosfsck1 
dvd+rw-tools DVD+-RW/R tools, includes growisofs1, dvd+rw-format1, 

dvd+rw-mediainfo1, dvd+rw-booktype1 
e2fsprogs The EXT2 file system utilities and libraries, includes e2fsck1, 

dumpe2fs1, ext2fsd3, mke2fs1, tune2fs1, dump, debugfs1, defrag3 
elinks-lite Advanced text-mode WWW browser (lite version) 
emelfm1,2 File manager for X/GTK 
etherwake1 A little tool to send magic Wake-on-LAN packets 
ethtool1 Display or change ethernet card settings 
ext2resize1 An ext2 filesystem resizer 
fakeroot1 Gives a fake root environment 
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Package Comments 
fbpager1 A pager application for the Fluxbox window manager 
fbset1 Framebuffer device maintenance program 
fdisk-udeb 
(fdisk1) 

Partition a hard drive (manual, cfdisk) 

fdutils Linux floppy utilities, includes fdmount1, sfdcopy3, 
MAKEFLOPPIES1, getfdprm1, setfdprm1, fdrawcmd1, 
floppycontrol1 

fetcav An Xdialog GUI for the ClamAV scanner 
file1 Determines file type using "magic" numbers 
findutils utilities for finding files – find, xargs, and locate 
fluxbox1,2 Highly configurable and low resource X11 Window manager 
foremost1 Foremost can be used to recover files based on their headers and 

footers 
fping1 Sends ICMP ECHO_REQUEST packets to network hosts (IPv6-

ready) 
fuse3 Filesystem in USErspace (utilities) 
fwlogwatch1 A very flexible firewall log analyzer 
genisoimage Creates ISO-9660 CD-ROM filesystem images 
gftp1 X/GTK+ FTP client 
gpart1 Guess PC disk partition table, find lost partitions 
gparted1 A GUI for parted (ala partition magic) 
grep1 GNU grep, egrep and fgrep 
grub1 GRand Unified Bootloader 
gtkrecover1,2 GUI for recover 
gzip1 The GNU compression utility 
hdparm1 Tune hard disk parameters for high performance 
hfsplus Tools to access HFS+ formatted volumes 
hfsutils Tools for reading and writing Macintosh volumes 
host1 utility for querying DNS servers 
hotplug-utils3 Linux Hotplug utility programs 
hping21 Active Network Smashing Tool 
httptunnel3 Tunnels a data stream in HTTP requests 
hwsetup Automatic hardware setup using the kudzu library 
icedax Creates WAV files from audio CDs 
icmpush1 ICMP packet builder 
iperf Internet Protocol bandwidth measuring tool 
iperf2 Internet Protocol bandwidth measuring tool (v2) 
ipmitool Utility for IPMI control with kernel driver or LAN interface 
ipppd1 PPP daemon for syncPPP over ISDN 
iproute Professional tools to control the networking in Linux kernels, 

includes ip 
iptables1 IP packet filter administration tools for 2.4.xx kernels 
iptraf1,2 Interactive Colorful IP LAN Monitor 
ipx Utilities to configure the kernel ipx interface, includes ipx_interface1 
iputils-ping Tools to test the reachability of network hosts 
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Package Comments 
isapnptools ISA Plug-And-Play configuration utilities, includes pnpdump1, 

isapnp1 
isdntool-
knoppix(isdntool2) 

GUI ISDN configuration tool, includes isdnconfig1 

isdnutils2 ISDN utilities, the basic (minimal) set 
jfsutils Utilities for managing the JFS filesystem, includes fsck1, mkfs1, 

logdump, tune, fscklog, debugfs1 
less1 A file pager program, similar to more 
lft 1 Layer-four traceroute 
lilo 1 LInux LOader - The Classic OS loader can load Linux and other 

OSes 
linux-kernel3 The linux kernel 
linux-wlan-ng2 Utilities for wireless prism2 cards 
logrotate1 Log rotation utility 
loop-aes-utils3 Tools for mounting and manipulating filesystems 
lrzsz3 Tools for zmodem/xmodem/ymodem file transfer 
lsof1 List open files 
lsscsi1 List all SCSI devices (or hosts) currently on system 
lukemftp1 The enhanced ftp client 
lvm2 (lvm1) The Logical Volume Manager for Linux 
lzop1 Fast compression program 
magicrescue1 Scan a block device for known file types and extract them 
man-db The on-line manual pager 
mawk1 a pattern scanning and text processing language 
mbr3 Master Boot Record for IBM-PC compatible computers 
mc1,2 Midnight Commander - a powerful file manager 
mdadm1 Manage MD devices aka Linux Software Raid 
memtest86+ Extensive check of your system memory's health 
minicom1,2 friendly menu driven serial communication program 
mkisofs1 Creates ISO-9660 CD-ROM filesystem images 
mmv1 Move/Copy/Append/Link multiple files 
module-init-tools3 Tools for managing Linux kernel modules 
mountapp3 Tool to (un)mount devices, dockable in WM-like window managers 
ms-sys1 This program is used to create Microsoft compatible boot records 
mt-st1 Linux SCSI tape driver aware magnetic tape control (aka. mt) 
mtools1 Tools for manipulating MSDOS files, includes mcd1, mcheck1, 

mcomp1, mcopy1, mcp1, mdel1, mdeltree1, mdir1, mdu1, mformat1, 
minfo1, mlabel1, mmd1, mmount1, mmove1, mmv1, maprtition1, mrd1, 
mren1, mtype1 

mtoolsfm1,2 

(MToolsFM1) 
Graphical user interface to the mtools diskette package 

mtr-tiny (mtr1) Full screen ncurses traceroute tool 
nano1,2 Free Pico clone with some new features 
ncpfs3 Utilities to use resources from NetWare servers, includes nwauth1, 

nwbocreate1, nwbols1, nwboprops1, nwborm1, nwbpadd1, 
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Package Comments 
nwbpcreate1, nwbprm1, nwbpset1, nwbpvalues1, nwdir1, 
nwdpvalues1, nwepgen1, nwfsctrl1, nwfsinfo1, nwfstime1, nwgrant1, 
nwmsg1, nwpasswd1, nwpjmv1, nwpqjob1, nwpurge1, nwrevoke1, 
nwrights1, nwsfind1, nwtrustee1, nwtrustee21, nwuserlist1, nwvolinfo1 

ncurses-hexedit2 Edit files/disks in hex, ASCII and EBCDIC 
net-tools The NET-3 networking toolkit 
netbase Basic TCP/IP networking system, includes arp1, hostname1, 

ifconfig1, netstat1, rarp1, route1 
netcardconfig-
knoppix 
(netcardconfig2) 

Frontend to configure the network card 

netcat6 (nc61) TCP/IP swiss army knife with IPv6 support 
netio Network speed tests for LANs 
netpipe-tcp3 A network performance tool using the TCP protocol 
nfs-common3 NFS support files common to client and server 
nfs-kernel-server Kernel NFS server support 
(x)nmap The Network Mapper 
nmblookup NetBIOS over TCP/IP client used to lookup NetBIOS names 
ntfs-3g NTFS read/write support 
ntfsprogs Tools for doing neat things in NTFS partitions from Linux, aka 

ntfsprogs, includes mkntfs1, ntfscat1, ntfsclone1, ntfscluster1, 
ntfscmp1, ntfscp1, ntfsfix1, ntfsinfo1, ntfslabel1, ntfsls1, ntfsmount1, 
ntfsresize1, ntfsundelete1 

ntpdate1 The ntpdate client for setting system time from NTP servers 
nullmailer1 Simple relay-only mail transport agent 
nvi1,2 4.4BSD re-implementation of vi 
openbsd-inetd The OpenBSD Internet Superserver 
openssh Secure rlogin/rsh/rcp replacement (OpenSSH) 
openvpn1 Virtual private network daemon 
orinoco3 Orinoco and Prism 2 wireless card driver with monitor support 
p0f1 The passive OS fingerprinting tool 
parted1,2 The GNU Parted disk partition resizing program 
partimage(+-
server) 1 

Linux/UNIX utility to save partitions in a compressed image file 

pciutils Linux PCI Utilities (for 2.[123456].x kernels)), includes lspci1, 
setpci1 

pcmciautils3 PCMCIA utilities for Linux 2.6 
perl-base (perl1) The Pathologically Eclectic Rubbish Lister 
portmap1 The RPC portmapper 
powermgmt-base3 Common utils and configs for power management 
ppp Point-to-Point Protocol (PPP) daemon 
ppp-scripts-
knoppix3 

PPP connection scripts for various providers 

pppconfig1,2 A text menu based utility for configuring ppp 
pppoe1 PPP over Ethernet driver 
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Package Comments 
pppoeconf1,2 configures PPPoE/ADSL connections 
procinfo1 Displays system information from /proc 
procps The /proc file system utilities, includes ps1, top1, w1, kill1, free1, 

slabtop1, skill1 
psmisc Utilities that use the proc filesystem 
pump1 Simple DHCP/BOOTP client 
pv1 Shell pipeline element to meter data passing through 
rdesktop1 RDP client for Windows NT/2000/XP Terminal Server 
recode1 Character set conversion utility 
recover1 Undelete files on ext2 partitions 
reiser4progs3 Administration utilities for the Reiser4 filesystem 
reiserfsprogs3 User-level tools for ReiserFS filesystems 
rkhunter2 Rootkit hunter - search for installed rootkits 
root-tail1 Displays select log files in the X root window 
rsync1 fast remote file copy program (like rcp) 
rutil Graphical utility to configure RaLink wireless chipsets 
scanModem 
(scanmodem) 

Quickly identifies PCI modems chipsets and recommended drivers 

screen1 A terminal multiplexor with VT100/ANSI terminal emulation 
sed1 The GNU sed stream editor 
sendip1 A commandline tool to allow sending arbitrary IP packets 
setserial1 Controls configuration of serial ports 
shfs-utils (secure) SHell File System mount programs, includes shfsmount1 
sipcalc1 Advanced console-based ip subnet calculator 
sitar1 SITAR - System InformaTion At Runtime 
smartmontools3 Control storage systems using S.M.A.R.T. 
smb-nat1 Netbios auditing tool 
smbclient1 Connect to Netbios network shares 
smbmount1 Mount shares from SMB servers 
splitpipe1 Splitpipe is a program that allows the output of a program to span 

multiple volumes 
sshfs1 Filesystem client based on SSH File Transfer Protocol (for FUSE) 
star1 A fast POSIX-compliant tape archiver 
statserial1 Displays serial port modem status lines 
strace1 A system call tracer 
stress1 A tool to really stress your system 
sudo1 Provide limited super user privileges to specific users 
syslinux1 Versatile bootloader for Linux/i386 
syslog-ng1 Next generation logging daemon 
sysvinit System-V like init with KNOPPIX scripts, include reboot1, 

shutdown1, killall1, poweroff1, tellinit1, sulogin1, wall1, last1, lastb1, 
mesg1, pidof1, runlevel1, utmpdump 

tar1 GNU tar 
tcpd3 Wietse Venema's TCP wrapper utilities 
tcpdump1 A powerful tool for network monitoring and data acquisition 
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Package Comments 
telnet1 A telnet client 
testdisk1 Partition scanner and disk recovery tool 
textutils3 The GNU text file processing utilities (transitional package) 
tftpd-hpa (tftpd1) a tftp boot server 
tofrodos Converts DOS <-> Unix text files, includes todos1, fromdos1 
torsmo1 System monitor that sits in the corner of your desktop 
traceroute-nanog 
(traceroute1) 

Determine route of packets in TCP/IP networks (NANOG variant) 

tsclient1 Front-end for viewing of remote desktops in GNOME 
udev1 /dev/ management daemon 
udftools Tools for UDF filesystems and DVD/CD-R(W) drives 
udpcast3 Send data simultaneously to many destinations on a LAN 
unionfs-utils 
(unionfs1) 

Stackable unification file system - management tools 

unrar1 De-archiver for .rar files 
unzip1 De-archiver for .zip files 
usbutils USB console utilities, includes lsusb1, usbmodules1, update-usbids1 
util-linux Miscellaneous system utilities, includes: agetty3, arch1, blockdev1, 

cal3, cfdisk1, chkdupexe1, col3, colcrt3, colrm, column3, ctrlaltdel3, 
cytune1, ddate1, dmesg1, elvtune1, fdformat1, fdisk1, fsck.cramfs, 
fsck.minix, getopt1, hexdump3, hwclock1, ipcrm1, ipcs1, isosize3, 
line1, logger1, look3, losetup1, mcookie1, mkfs1, mkfs.bfs3, 
mkfs.cramfs, mkfs.minix1, mkswap1, more1, mount1, namei1, 
parse.bash3, parse.tcsh3, pg1, pivot_root1, ramsize1 (link to rdev1), 
raw1, rdev1, readprofile1, rename, renice1, rev1, rootflags1 (link to 
rdev1), script1, setfdprm1, setsid1, setterm1, sfdisk1, swapoff1, 
swapon1, test.bash3, test.tcsh3, tunelp1, ul1, umount1, vidmode1 (link 
to rdev1), whereis1, write3  

wavemon1 Wireless Device Monitoring Application 
wget1 retrieves files from the web 
wipe Secure file deletion 
wireless-tools 
(wireless1) 

Tools for manipulating Linux Wireless Extensions, includes 
iwconfig1, iwpriv1, iwlist1, iwspy1, iwevent1 

wlcardconfig-
knoppix 
(wlcardconfig2) 

Frontend to manipulate WLAN card settings 

wmacpi1 Aan ACPI display program designed for WindowMaker 
wmcpuload1 Dockapp that displays the current CPU usage 
wmmatrix1 View The Matrix in a Window Maker dock application 
wmmemload1 WindowMaker dock app to monitor memory and swap usage 
wmnd1 Dockapp monitoring network interfaces 
wmwave1 Monitor status of an 802.11 wireless ethernet link 
wodim1 Command line CD writing tool 
wpasupplicant Client support for WPA and WPA2 (IEEE 802.11i)  
xcdroast2 X based CD-writer software 



- 37 - 
  

Package Comments 
xdialog X11 replacement for the text util dialog 
xfprot GUI for the f-prot virus scanner 
xfsdump Administrative utilities for the XFS filesystem 
xfsprogs (xfs1) Utilities for managing the XFS filesystem 
xloadimage1 Graphics file viewer under X11 
zip1 Archiver for .zip files 
Notes: 
     1 Has an INSERT manpage 
     2 Is present on a GUI menu 
     3 Is not callable from the command line or from the GUI menu; if it’s a package, any 
executables is contains are unknown. 
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GUI Menu Organization 
 
 Inside Security 

 Homepage 
 INSERT in the Web 

 Terminal session 
 Aterm 
 Aterm – super user 

 Applications 
 File manager 

 emelFM 
 emelFM – super user 
 Midnight Commander 
 Midnight Commander – super user 
 MtoolsFM – GUI for mtools – super user 

 Security 
 Virus scanner F-PROT GUI xfprot 
 Virus scanner F-PROT GUI xfprot – super user 
 Signature update virus scanner ClamAV 
 chkrootkit 
 Rootkit Hunter 

 Recovery/Backup 
 gparted – comfortable partitioning program – super user 
 xcdroast – comfortable burning program – super user 
 testdisk – find lost partitions 
 photorec – find lost media data [pictures, audio, etc.] 
 partimage – backup partitions – super user 
 gtkrecover – find lost files on ext2 – super user 
 BashBurn – Burn CD – super user 

 Editors 
 nano 
 nano – super user 
 nVi 
 nVi – super user 
 hexeditor 

 Network 
 Proxyconf – enter proxy settings 
 dillo – web browser [extended version] 
 GFTP – FTP client 
 iptraf – show network traffic – super user 
 iftop – show bandwidth usage ala top – super user 
 nmap – network scanner [GUI] – super user 
 minicom – terminal program 
 tsclient – terminal server client 
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 Applications (cont.) 
 INSERT 

 Create boot floppies 
 Save home dir of user insert 
 INSERT-Remote – boot server – super user 
 usb-install – install INSERT on a USB stick – super user 

 Misc 
 calcoo – desktop calculator 
 top – process list 

 Extensions 
 Install/start Mozilla Firefox? 
 Start Mozilla Firefox – if installed 
 Install F-PROT 

 System 
 Start SSHD 
 Syslog on the screen 
 Ethernet/WLAN 

 netcardconfig 
 wlcardconfig 
 iwconfig frontend 
 Prism2 car setup 
 RaLink card setup 

 PPP/Modem 
 pppconfig 
 pon – dial 
 poff – hangup 

 ISDN 
 isdntool 
 isdnconfig 
 ISDN dialin 
 ISDN hangup 

 DSL/PPPoE 
 PPPoEconf 
 pon – dial 
 poff – hangup 

 X-tools 
 X window snapshot 
 Xkill 
 X Setup 
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 Window manager 
 Fluxbox restart 
 Fluxbox configuration … 

Reload configuration 
Styles … 
Workspaces 

Icons 
¾¾¾¾¾¾¾¾¾¾¾¾  
Workspace 1 … 
Workspace 2 … 
¾¾¾¾¾¾¾¾¾¾¾¾  
New Workspace 
Edit current workspace name 
Remove last 

Applets … 
 Start/Stop 

 Fluxbox restart 
 Restart X 
 Leave X – enter runlevel 3 
 Reboot the system 
 Finish/Halt/Exit 

 
Notes: 
 The first-level menu items are shown in bold. 

… indicates that there is a submenu for this item. 


